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Abstract
State-of-the-art authorization mechanisms have so far focused on dealing with data management, while
leaving policy management and enforcement as an afterthought. Considering that the latter are of the
utmost importance to deal not only with low-level technical requirements, but also crucial to deal with
legal or economic requirements, we introduce LOAMA, the Low-code ODRL Access Management Appli-
cation, which can be used to manage ODRL policies in decentralized settings through an Authorization
Server. In this paper, beyond a demonstration of the LOAMA User Interface, we provide an overview of
the LOAMA architecture, which is based on the User-Managed Access (UMA) specifications. LOAMA
abstracts the complexity of managing policies, by providing a tool that people not familiar with policy
languages can use to manage their preferences regarding access management. Future works includes
the expansion of the LOAMA UI to support further ODRL constraints, e.g., to express purpose-based or
temporal usage control policies.
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1. Introduction

Discussions on authorization mechanisms for decentralized (data) spaces exhibit a certain
tension between high-level conceptual (legal or economic) requirements and low-level technical
mechanisms, precluding the emergence of a broadly accepted integration between the two. New
authorization frameworks are typically developed in the context of emerging data (exchange)
technologies, which focus predominantly on the resource level (i.e., the data plane), rather
than on interoperability in policy management and enforcement (i.e., the control plane). New
conceptual frameworks, formulated in a corporate or political context using non-technical
terminology, often fail to gain a foothold in technical implementation. Together, this results
in a plethora of non-interoperable systems and proposals, between which development and
interaction are a costly affair.
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This tension is particularly visible in recent attempts at streamlining private data exchange
on the Web, including i) several parallel efforts shaping Data Spaces (e.g., by IDSA, DSSC,
Gaia-X, and Eclipse [1, 2, 3, 4]), which struggle to sufficiently align their conceptual visions
into concrete interoperable technical specifications1; ii) numerous new regulations that impose
data processing and governance requirements without much of a technical stack ready to
facilitate them (e.g., in European Union law [6, 7, 8, 9]); and iii) multiple independent technical
frameworks for (personal) data exchange, including the Solid and Fedora projects [10, 11]2,
which fail to provide a foundation for many of the use cases formulated by the other endeavours.

In [18], the authors highlight the lack of orthogonality between the data plane and the control
plane in existing technical solutions3, and their hierarchical, document-centric view of data,
since it forms an inflexible dependency between internal and external interfaces for data and
access management, and thus precludes the organic formation of an interoperable and scalable
ecosystem in which Digital Trust flows from a variety of mutually beneficial relationships.

In this paper, we introduce LOAMA, a user interface designed to manage policies in an UMA
Authorization Server (AS). LOAMA simplifies the complexity of policy management, offering
an intuitive experience for users, while the underlying API supports the exchange of complete
and detailed policies. To demonstrate the functionality of our implementation, we also provide
a screencast.

2. Related Work

These issues are partially addressed by the Solid Application Interoperability (SAI) specifi-
cation [20, 21], 4 which proposes to combine a registration-based policy model with more
fine-grained, declarative resource description languages (e.g., SHACL [22], SHEX [23]), and
User-Managed Access (UMA) [24, 25] – an OAuth 2.0 extension enabling asynchronous and
delegated multi-user access control, dynamic grant negotiation, and federation over multiple
protection domains.

Still, SAI’s policy language lacks any legal or corporate semantics and expressivity, forming
only a technical interoperability layer on top of WAC or ACP. Several authors highlight this
shortcoming (with demo implementations in [26, 27]), stating that since "[WAC and ACP]
cannot represent more complex rules nor invoke regulation-specific concepts," [28], Solid still
lacks "the necessary vocabulary and processes for ensuring transparency and accountability
[...] to deal with the obligations and requirements required by [them]," [29], as well as "the
granularity and contextual awareness needed to enforce these regulatory requirements" [27].
Each of these papers emphasizes the importance of usage control over mere access control;5 and
suggests an integration with the Open Digital Rights Language (ODRL) and the Data Privacy

1E.g., Eclipse’s Dataspace Protocol [5] merely mentions that "requests [...] SHOULD use the Authorization
header to include an authorization token [the semantics of which] are not part of this specification."

2Their core texts [12, 13], based on the Linked Data Platform (LDP), Web Access Control (WAC), and Access
Control Policy (ACP) specifications [14, 15, 16], now inform W3C’s Linked Web Storage (LWS) Working Group [17].

3This separation of concerns between resource servers (data management) and authorization servers (access
management) is ubiquitous in modern access control mechanisms, such as OAuth 2.0 [19].

4Surprisingly, the SAI specification has not been taken up as input by the W3C LWS WG (cf. 2).



Vocabulary (DPV) [30, 31, 32].
A key piece often overlooked in these architectural designs is how policies should be con-

cretely managed by the resource owner [33]. As [21] succinctly put: "Solid’s use of [WAC and
ACP] is tedious and prone to errors"; "little attention has been given to how users [...] would
actually exert their control." Although the paper discusses a prototype implementation of a user
interface based on SAI and DPV, the authors identify several limitations and open issues. Other
similar applications [34, 35] restrict themselves to SAI and WAC or ACP, ignoring the important
insights from previous work around ODRL and DPV.

The whitepaper From Resource Control to Digital Trust with User-Managed Access [18] builds
on this earlier work around Solid and ODRL, and identifies several requirements that a technical
solution for access and usage control should fulfill in order to form a strong connection to
legal and corporate conceptual frameworks. The authors suggest a number of modifications to
UMA, which they integrate in the UMA-extension Authorization for Data Spaces (A4DS) [36].
In line with the attempts of [21, 35], this demo paper will discuss and showcase the foundations
of a third authorization application, which communicates through ODRL messages with an
authorization server following the A4DS UMA extension.

3. Access Management Application

3.1. Architecture

The design of LOAMA builds upon the architecture of UMA, which defines five key roles [24].
Before elaborating on our design and implementation choices, we briefly introduce these five
roles: i) the Resource Owner (RO), who manages access policies for protected resources; ii) the
Requesting Party (RP), who seeks access to a protected resource; iii) the Client, which acts
on behalf of the RP and interacts with both the Resource Server and Authorization Server while
adhering to the UMA flow; iv) the Resource Server (RS), which hosts the protected resources
on behalf of the RO; v) the Authorization Server (AS), which enforces access control policies
and issues tokens to the Client on behalf of the RO. UMA does not specify how an RO should
configure policies at the AS 6, but leaves this up to the implementer. Illustrated in Figure 1, our
architecture therefore incorporates a sixth role, the Access Management Application (AMA),
which acts as an intermediary between the RO and the AS. To enable this interaction, the AS
must expose a dedicated interface through which the AMA can communicate policy updates on
behalf of the RO.

Authorization Server

Since UMA leaves policy management open to the implementers, the first step for making
policy management possible is devising an API endpoint. A quick study of well-known access
control solutions’ endpoints, including the Policy Administration Point (PAP) of XACML [37]

5While access control is merely concerned with which parties can access what resources, usage control includes
the conditions and obligations associated with this authorization.

6The UMA 2.0 Grant specification [24] explicitly states that the AS-RO interface is out of scope in §6.1. Similar
remarks are made in the Federated Authorization for UMA specification [25], in §1.2 and §8.
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Figure 1: Overview of the UMA architecture extended with a sixth role, the Access Management
Application (AMA), which facilitates policy management on behalf of the Resource Owner.

and the Open Policy Agent API [38], showcases that best practices use REST APIs [39]. As
such, we developed a REST API for Creating, Reading, Updating and Deleting (CRUD) ODRL
policies, that builds upon the UMA Authorization Server introduced by [40], which enforces
usage control using ODRL policies [41].

In addition to the API design, there are some further design considerations implemented to
ensure the correct handling of incoming requests, which are grouped into two main categories:
i) syntactic payload validation and ii) security mechanisms. Syntactic validation targets the
structural correctness of policies modeled using the ODRL Information Model [30], which is
defined as an RDF ontology [31]. The first step involves verifying that the request payload is of an
RDF-compatible content type and can be successfully parsed. Subsequently, the parsed payload
is checked for conformance with the ODRL Information Model. The security mechanisms
employed ensure that no unauthorized policy management can be executed. First, the presence
of an Authorization header in incoming requests is verified. The identifier of the RO is then
derived from the information in this header. Requests to read or modify policies are permitted
only if the RO’s identifier matches the odrl:assigner property specified in the corresponding
ODRL rule. More information about the REST API endpoint and implementation details can be
found in the documentation of the repository7.

User Interface

The LOAMA User Interface (UI) abstracts away the complexity of manual ODRL policy creation
and executes API calls to the aforementioned UMA AS. It consists of three main components:
an Authentication page, an Overview page, and a Policy Editor page.

The landing page of the UI is the Authentication page, where ROs authenticate using Solid-
OIDC [42]. Upon successful authentication, the UI obtains the RO’s credentials, enabling it to
issue authorized requests. After authentication, the user is redirected to the Overview page
(Figure 2), which displays all resources under the control of the authenticated RO. Selecting
a resource brings the user to the Policy Editor page. In the Policy Editor, the RO can define

7UMA Policy Management documentation and implementation details: https://github.com/SolidLabResearch/
user-managed-access/blob/feat/policy-endpoint/docs/policy-management.md

https://github.com/SolidLabResearch/user-managed-access/blob/feat/policy-endpoint/docs/policy-management.md
https://github.com/SolidLabResearch/user-managed-access/blob/feat/policy-endpoint/docs/policy-management.md


and modify access control rules for each resource. Specifically, the RO may assign one or more
odrl:assignees and specify the corresponding permitted odrl:actions. Any changes
made through the interface are automatically propagated to the Authorization Server via the
appropriate API calls. The source code for the UI is publicly available in its GitHub repository8.

Figure 2: Screenshot of the LOAMA Overview page. On the left, all resources controlled by Alice are
shown. On the right, the selected resource is displayed, including all subjects with access. Clicking the
Edit button opens the Policy Editor page.

3.2. Demonstration

We illustrate the use of the policy management API and LOAMA UI through a scenario in which
Alice, the Resource Owner, grants access to Bob, the Requesting Party. Initially unauthorized,
Bob is unable to read or update the resource. After Alice updates the policy using the LOAMA
interface, Bob successfully performs the intended actions. A complete video demonstration of
this scenario, including further details, is available on Zenodo9.

4. Discussion

The choice for a RESTful API for ODRL policy management for an UMA AS empowers ROs
with fine-grained, low-level control over how usage of their data is enforced. At the same time,
the LOAMA interface demonstrates how this complexity can be abstracted away, enabling ROs
to understand and manage ODRL policies without requiring detailed knowledge of either ODRL
or the API interactions. The implementation of the policy management API led to insights
on open issues. First, there is a security consideration, namely the need for a mechanism to
prevent unauthorized applications from altering policies. For instance, when a Resource Owner
authenticates through a generic application to access data, the resulting authentication token

8LOAMA with UMA: https://github.com/SolidLabResearch/loama/tree/feat/odrl
9LOAMA demonstration with the UMA AS policy management API: https://zenodo.org/records/16640205

https://github.com/SolidLabResearch/loama/tree/feat/odrl
https://zenodo.org/records/16640205


could be exploited by malicious code to modify policies. To address this risk, it is advisable
to restrict policy changes to certified applications only. This concern has also been noted
in research on decentralized data sharing solutions [35]. Another open issue is the need for
semantic validation in the AS to prevent contradicting ODRL rules, such as a permission and
a prohibition for the same asset, action, and party. If such validation cannot be enforced, an
additional safeguard is required: effective conflict resolution strategies must be in place to
support consistent decision-making within the UMA AS policy engine. Finally, there is a need
for a mechanism to request specific permissions from a RO, which is currently missing in
the implementation. However, the existing AS can serve as a foundation for further research;
perhaps it can be used to compare existing decentralized negotiation strategies, including the
Dataspace Negotiation Protocol10 [43], SAI [20], or Authapp [35].

5. Conclusion

In this paper, we introduce an ODRL policy management API for a UMA Authorization Server
along with LOAMA, a web-based user interface that enables Resource Owners to manage their
policies more easily. Future research includes conflict resolution in policy management and
decentralized access negotiation mechanisms.
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