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Abstract. We view theInternetassupportinga peer-to-peerinformationsystem
whosecomponentsprovide servicesto oneanother. We modelserviceproviders
andconsumersasautonomousagents.Agentsmayprovideservicesor giverefer-
rals to oneanotherto helpfind trustworthy services.Oncefound,someservices
maybecached.Wedescribeaflexible cachingtechniquethatallows peersto op-
erateautonomously(basedon their local policies),accommodatesheterogeneity
of peers,andenablespeersto adaptby choosingpoliciesandneighborsasbest
suitsthem.In thisapproach,cacheentriesarecoupledwith metadata,therebyal-
lowing theuseof heuristicsandflexible queriesfor moreinformedsearches.The
entriesthatareof interestto moreagentsarereplicatedat morepeers,providing
on-demandperformanceimprovementandfault tolerance.

1 Intr oduction

Cachingover the Internethasdrawn a lot of attentionandis of greatpracticalvalue.
However, currentlycachingis restrictedto specificobjectsthatareservedover thenet.
Traditionalapproachesbeg two mainquestions.How canwemovefrom objectrequests
to servinginformationneedsof thevariousprincipals?How canwe factorin thetrust-
worthinessof informationsourcesandof thecaches?

We defineflexiblecachingascachingthatallowspartiesto proactively cacheinfor-
mationthatarerelevantto them,from informationsourcesthatthey trust.Ourapproach
is basedon two recenttrendsover the Internet.One,distributedcomputingis advanc-
ing from components(respondingto remoteprocedurecalls) to services(capableof
extendedinteractions).Two, thereis an increasinginterestin peer-to-peer(P2P)sys-
tems.Currentapplicationsemphasizelow-level aspectssuchas file sharing,but the
fact thatP2Psystemsarebecomingpracticalbodeswell for decentralizedinformation
systemsarchitectureswherethepeerscouldprovidearbitraryservicesto eachother.

Over these,we layerour approach,which modelsserviceprovidersandconsumers
asautonomousagents,capableof developinga relationshipof trust with oneanother.
Our approachgivesa centralpositionto thenotionof referralsamongtheagentsrep-
resentingdifferentprincipals.Our philosophicalclaim is thatreferralsareessentialfor�
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locatingandcachingservicesin anopenarchitecture.Referralshave beenusedin spe-
cific applications(seeSection5). However, we proposethat referralsform thekey or-
ganizingprinciple for large-scaleinformationsystems.Thinking aboutreferralsfrom
this perspectiveenablesa new approachto cachingin P2Pnetworks.

Becauseof theopennessof large-scaleinformationsystems,insteadof looking for
corrector relevant results,we look for authoritative sourceswho canprovide correct
andrelevantresults.Thereis anincreasedemphasison locatingtrustworthy (whichwe
taketo includeauthoritative)resources,whoarewilling andableto providetheservices
needed.Theauthoritativesourcescouldbetheoriginatorsof thedesiredinformationor
merelycachesof it. We cannotexpectto find trustworthy resourcesthroughtraditional
mechanismsfor threeobvious reasons.One,interestingresourcesmay be invisible to
traditionalsearchtechniques,therebyyielding low recall.Two, becauseimportantin-
formationandserviceneedsarepersonalized,traditional indexing techniquessimply
lack the understandingand the context to producethe right results,therebyyielding
low precision.Three,we cannotrely on regulatory restrictionsfor ensuringthat the
servicesofferedareof a suitablequality or that the peersfound over the network are
trustworthy.

Organization. Section2 introduceskey elementsof our modelfor agent-basedP2P
information systems.Section3 discussesthe designcriteria that shouldbe satisfied
by flexible cachingtechniques.Section4 describesMarmara,a cachingtechniquethat
fulfills thecriteriaof Section3. Section5 discussestherelevantliteraturewith respect
to our work andmotivatesdirectionsfor furtherwork.

2 Peer-to-Peer Inf ormation Systems

We now introduceour basicmodel.The mainpartiesthat interactor principalscould
be peopleor businesses.They offer varying levels of trustworthinessandare poten-
tially interestedin knowing if otherprincipalsaretrustworthy. Our notion of services
is broad;they caninvolveservingstaticpages,processingqueries,or evencarryingout
transactions(althoughcachingmakesmostsensefor retrieving ratherthanmodifying
information).

Theprincipalscantrackeachother’strustworthinessandcangiveandreceiverefer-
rals to services.Referralsarecommonin distributedsystems,e.g.,in thedomainname
system(DNS), but areusuallygiven andfollowed in a rigid manner. By contrast,the
referralshereareflexible—reminiscentof referralsin humandealings.Importantly, by
giving andtakingreferrals,principalscanhelponeanotherfind trustworthypartieswith
whomto interact.

Theprincipalsareautonomous.Thatis,wedonotrequirethataprincipalrespondto
anotherprincipalby providing a serviceor a referral.Whenthey do respond,thereare
no guaranteesaboutthequality of theserviceor thesuitability of a referral.However,
constraintson autonomy, e.g.,dueto dependenciesandobligationsfor reciprocity, are
easilyincorporated.Likewise,we do not assumethatany principalshouldnecessarily
betrustedby others:a principalunilaterallydecideshow to rateanotherprincipal.

Principalsmustberepresentedcomputationally. Becauseof theabovepropertiesof
principals,they areideally representedvia agents. Agentsarepersistentcomputations
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thatcanperceive,reason,act,andcommunicate[7]. Agentscanrepresentdifferentprin-
cipalsandmediatein their interactions.Thatis,principalsareseenin thecomputational
environmentonly throughtheir agents.The agentscanbe thoughtof carryingout the
book-keepingnecessaryfor aprincipalto trackits ratingsof otherprincipals.Moreover,
theagentscaninteractwith oneanotherto helptheirprincipalsfind trustworthyprinci-
pals.Theabovedescribesaparticularkind of P2Psystemin whichthepeersareagents.
Thepeersarethoughtof asagentsherebecausethey perceive,reason,actandcommu-
nicate.Further, thepeersareproactive,carryout interestinginteractionprotocols,and
arecapableof enteringinto relationshipssuchastrust.

In abstractterms,the principalsandagentsact in accordancewith the following
protocol.Whena principaldesiresa service,or whenits agentanticipatestheneedfor
a service,theagentbeginsto look for a trustworthy provider for thespecifiedservice.
Theagentqueriessomeotheragentsfrom amongits neighbors, which area smallsub-
set of the agent’s acquaintances.A queriedagentmay offer its principal to perform
the specifiedserviceor, basedon its referral policy, may give referralsto agentsof
otherprincipals.Thequeryingagentmayacceptaserviceoffer, if any, andmaypursue
referrals,if any.

Eachagentmaintainsmodelsof its acquaintances,which describetheir expertise
(i.e., the quality of the servicesthey provide) andsociability (i.e., the quality of the
referralsthey provide). Both of theseelementsare adaptedbasedon serviceratings
from theagent’s principal.Usingthesemodels,anagentappliesits neighborselection
policy to decidewhich of its acquaintancesto keepasneighbors.Key factorsinclude
thequalityof theservicereceivedfrom agivenprovider, andtheresultingvaluethatcan
beplacedon a seriesof referralsthat led to thatprovider. In otherwords,thereferring
agentsare ratedaswell. The interestsandexpertiseof the agentsare representedas
term vectorsfrom the vectorspacemodel(VSM) [18], eachterm correspondingto a
differentdomain.

In somesettings,servicescaneasilybecached.For example,consideraknowledge
managementsettingwherethe ideafor “consuming”knowledgeservicesmight be to
acquireexpertisein thegivendomain.Whenanagentasksaquestion,it getsananswer
thatcanbeduplicated.For example,if agent� learnsaboutcarhistorytrivia from � , �
canthenanswerthesamequestionby just giving theanswer� gave.Thus,in addition
to generatinganswersto querieson demand,the answerscanalsobe cachedat other
peers.Cachingaidsthesearchsincea peerwho is looking for an item canfind it in a
nearbycacheratherthanhaving theprovidergeneratetheitemafresh.

3 DesignCriteria for Flexible Caching

For informationsystemsto work effectively, thecachingtechniquesshouldsatisfythe
following criteria.

– Peer Autonomy. Autonomy of a peer is important in two respects.First, a peer
shouldbeallowedto choosewho it will interactwith, andhow it will carryout its
interactions.Second,it shouldbe allowed to cacheitemsthat areuseful to itself
ratherthancachingitemsto serveothers.
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– PeerHeterogeneity. A peercanoffer servicesandfollow policiesdistinct from all
others.Thedifferencein policiesmayresultin two peersproviding thesameservice
with varying qualities.Put anotherway, nodeheterogeneityconstitutesa natural
way to modelvaryingtrustworthinessof peers.By accommodatingheterogeneity,
an informationsystemalsoaccommodatesthe fact that the trustworthinessof the
peerscanbedifferent.

– NeighborChoice. Someof thepeersin thesystemcanbemoreusefulthanothers,
becauseof thetypeandqualityof theservicesthey provide.A peershouldbeableto
modify its choiceof neighborssothattheusefulpeersarecontactedbeforeothers.

– Item Metadata. It is commonto identify a dataitem by a uniqueidentifier. In ad-
dition to the identifier, usefulinformationabouttheitem suchasthetimestampof
the item or the keywordsrelatedto it shouldbe madeexplicit asmetadata.This
capturedmetadatacanbeutilized to form expressivesearchqueries.

– Search Criteria. Thesimplestway to find adataitemis throughauniqueidentifier.
In many real settings,the usersdo not have accessto theseidentifiers,but rather
informationaboutthe item that is sought.Thus,thecachingtechniquesshouldal-
low moreexpressive searchesto beformulated.This hastwo consequences.First,
the itemsshouldbe searchedthroughmetadata,like a list of keywords.Second,
trade-offs betweendifferentsubsetsof themetadatashouldeasilybecaptured.

– Heuristics. Ideally, dataitemsshouldbelocatedby contactingasfew peersaspos-
sible.In orderto achieve this, heuristicsshouldbeusedto exploit themetadataof
theitemsor theidentitiesof thepeers.

4 Marmara: Flexible CachingTechnique

Marmarais our flexible cachingtechnique.In Marmara,a cacheconsistsof a setof
entriesthatcontainthedataitem aswell assomeaccessinginformationaboutthedata
item. Unlike traditionalP2Papproaches,which modelthe dataitem througha unique
global identifier only, we representit with metadata.Eachdataitem hasfields for its
name,author, lastmodificationdate,version,anda list of domainsthatit belongsto. If
an agentknows the nameof the item it is looking for, thenit cansearchfor the item
with thenamefield. Mostly, auserwouldhavea list of keywordsin mindbut not know
the exact nameof the dataitem. Our approachallows queriesto be formulatedwith
keywordsthatarematchedagainstthe list of domainslisted in the metadata.In other
words,keywordsmakeup aqueryvectorandthedataitem is theanswerfor thequery.

Theaccessdataof anentrycontainsat leastthetimestampof thelastaccessto that
dataitem. Dependingon anapplication,further informationaboutnumberof accesses
to theitem,or peersthataccessthis informationcanbekept.Thedatefor thelastaccess
is usedto decidewhich itemto removefrom thecachewhenwe run into a spacelimit.

Eachagentcandecideonthesizeof its cache.Thatis, anentrycanstayin thecache
aslongasit is notmanuallydeletedor automaticallyreplacedby anotherentrybasedon
thereplacementalgorithmin use.An entrycanspecifyanexpirationdatefor an item.
This expirationdateis not meantto bea rigid limit on thelife of theitem,but a signal
to updatethedataitem.A peeris freeto useanexpireditemor find anupdatedversion.
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4.1 Insert

Thepeersarefreeto insertitemsinto their cachesat their own interest.In otherwords,
thereareno rulesgoverningwhatitemseachpeercanhave.Theinsertioninto a cache
resultsfrom two differentoperations.First, the usermaymanuallyinsertan item into
thecache,therebymakingit alsoaccessibleto otherpeers.Initially, wewouldexpectall
itemsto be insertedthis way. Second,a peermayget the item from someotherpeer’s
cache,anddecideto keepit, say, becauseit might beusefulin thefuture.

Many peer-to-peersystems—Chord[20], content-addressablenetworks[14], Pastry
[16]—divide thesetof dataitemsamongthepeers,suchthateachpeerin thenetwork
becomesresponsibleof someof the dataitems,independentof the cacheowner’s in-
terests.Thus,a peermayendup with itemsthat it hasno usefor, andworse,theitems
it really needsmayberesidingon someotherpeer’scache.Our approach,on theother
hand,doesnot requireany agentto cacheany itemsthatthey arenot using.Eachagent
cachesitemsthatareof interestto its principal.

4.2 Delete

An agentcandeleteany of theentriesin its cachefor differentreasonssuchaslack of
space,lack of interestin the item, andso on. Justaseachpeercandeleteits cached
copy, theownercanalsodeletetheoriginal item.Evenif theownerof anentrydeletes
theoriginalcopy, thepeersthathaveacachedcopy of theitemarenot forcedto remove
thatentryfrom their caches.Thus,anentrymayresideon two cachesat onetimepoint
andlater be deletedfrom onebut still remainon the secondone.This contrastswith
Plaxtonet al.’s [13] system,wherea deleteoperationis circulatedin thesystem,with
theaim thateachpeerthatreceivesthemessagewill deleteits own copy.

In addition to the manualdelete,entriesin the cachecan also be automatically
deletedto restorespacein the cache.If thereis no spaceleft in the cache,when a
new entrycomesin, thenoneof theexisting entriesis replacedwith thenew entry. We
employ the leastrecentlyused(LRU) replacementpolicy. However, we only consider
usesby the principal.That is, the cachereplacesthe entry that hasnot beenaccessed
for thelongesttime periodby theagentthatownsthecache.Thisensuresthatonly the
entriesthattheprincipalis usingarekeptin thecache.

4.3 Query

An agentcanformulatequeriesin differentways,describingandspecifyingconstraints
on the information sought.Different applicationscan utilize a combinationof these
queriesbasedon therequirementsof theapplication.

– Keyword. Theagentsuppliesalist of keywordsthatareusedto form aqueryvector.
Thisgivesflexibility to thesearch,in thatthesourcepeerdoesnotneedto know the
exactnameor theuniqueidentifierof thedataitem it is looking for. Therequested
item is returnedwithoutany concernof thecostfor thesearchor theversionof the
returneditem.
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– Cost-constrained. In additionto supplyinga list of keywords,theagentalsospec-
ifies how much it is willing to spendto find this item (assumingthat thereis an
associatedcostfor searchingthe dataitem). This allows an agentto tradequality
for cost.An agentthatis looking for adataitem,but is willing to spendonly a little
on it, cangetanold versionof thedataitem.

– Version-constrained.With thecost-constrainedquery,anagentcannotspecifywhich
versionsof the item are acceptable.Here, though,it can specify the acceptable
timestampof the item.This is especiallyusefulwhenthereis no constrainton the
cost—theagentis willing to spendanything, but wantsto get at leasta certain
versionof theitem.

– Cost-version-constrained. This is a combinationof the previous two queries.In
addition to the keywords,both the acceptablecostand the versionarespecified.
Thesameexample,with a timestampof 1 hour, for example,meansthat theagent
is looking for theversionof thedataitemthatis atmostonehourold andit is only
willing to spendacertainamount.Obviously, asuccessfulsearchshouldsatisfythe
costconstraintandthereturneddataitem shouldsatisfytheversionconstraint.

– Exact. If the userknows the uniqueidentifier of the item it is looking for, thenit
doesnot needto supplyany keywords.The queryvectorcanthenbe modeledas
theinterestvectorof theagent.Notethatthis vectorwill only beusedin searching
for peersin thegraph,not for matchingtheanswers.Thus,only answersthathave
theuniqueidentifierarereturned.

4.4 Search

An agentwill startthesearchby sendinga queryto its neighbors.Whentheneighbor
getsthequery, it searchesits own cache.If it doesnot have theitem, it caneitherrefer
someof its neighborsor, if it is alsointerestedin having the dataitem, it canstarta
new searchfor thedataitem itself, cachea copy, andreturnit to theoriginal requesting
agentaswell. If theagentdecidesto refer, it usesits referringpolicy to chooseamong
its neighbors.The referralpoliciestake into accountthe expertiseof the agents.One
way to choosetheneighborsis throughthecapabilitymetric,which measureshow suf-
ficient theexpertisevectoris for agivenqueryvector[19,21]. Essentially, it resembles
cosinesimilarity but it also takes into accountthe magnitudeof the expertisevector.
This meansthat expertisevectorswith greatermagnitudeturn out to be more capa-
ble for the queryvector. In Formula1, � ( �	��
����������� ) refersto a queryvector, �
( ����
����������� ) refersto anexpertisevectorand � is thenumberof dimensionsthese
vectorshave. ������� � � "! 
$# �  �  &%' � � � "! 
 �  &( (1)

Figure1 shows an examplenetwork, wherethe nodesdenotethe agentsanda dotted
line from anagent� to anagent� meansthat � is aneighborof � . Thevectorsmarked
with ) aretheactualinterestvectorsof theagents.Thevectorsmarkedas �+* denotes
thatagent’sexpertisemodelof , . Let’s walk throughanexample.Agent � is looking
for an item that canbecastinto a queryvectorof [0.2, 0.8,0.3]. Thepeers,- and .
have theitem in their caches.� startsthesearchby generatingthequeryvector. Next,

E Yu
77



/10325476 8:9;476=<�9;476 >@?

A

B C

D

E F1GIH=J7K L:M;J7K=N�M;J7K=NPOQ GIH5J7K=N�M;J7K RSM;J7K LTOQ G3H5J7K L:M;J7K U:M;J7K LTO
VW

X

Y1Z[5\7] ^:_;\7] `:_;\7] a�b

c1d3e5f7g=h�i;f7g j:i;f7g k@l

m1no5p7q r7s;p7q t:s;p7q r:uvxwzy5{7| }:~;{7| �:~;{7| ���v�wIy5{7|=��~;{7| �S~;{7| �T���
���:�"��� �;� ��� �S� � � ���

��� ���&� � � �&��� � �&� � �

� � ¡£¢¥¤ ¦¨§ ¢¥¤ © § ¢¥¤ ª «

¬®z¯5°7±=²�³;°7±£´�³;°7±£´�µ¬®I¯5°7± ¶S³;°7± ·:³;°7±=²Pµ¸¹
º¨»½¼ » º¿¾ ÀPÁ

Fig.1. An examplesearchnetwork

it decideswhich of its neighbors( � , Â ) to sendthequeryto using(Equation1). Even
with a fairly high threshold,both � and Â qualify. So, � sendsits query to both �
and Â asindicatedby thequeryvectoron thelinks from � to � and � to Â . When �
getsthequery, it checksits own cacheto seeif the item exists there.Not finding it in
its own cache,it decidesto sendthequeryto its own neighborssinceits interestvector
is similar to the query. After it getsthe item itself, it canforward it to � . Notice that
among� ’s neighbors( - , � ), - is theonly onewhoseexpertisevectormatchesto the
query, so � sendsthequeryonly to - . After � receivesthe item, it putstheitem into
its cacheandforwardsit to � . Meanwhile,since Â is not interestedin thequery, it just
sendsa referralbackto � .

Noticethatthissearch,whichwasinstantiatedwith akeywordquery, canyield mul-
tiple results.Someof thepeersmayhavemorethanoneitemwhosecontentmatchesthe
queryvector. For eachitem,we canspecifyhow gooda matchit is to thegivenquery,
which allows thereturneditemsto betrivially rankedbasedon their apparentmatch.If
differentversionsof thesameitem exist in differentcaches,how will thesearchingbe
different?Version-constrainedandcost-version-constrainedqueriesareusedto search
dataitemsthat canhave differentversions.Figure2 shows anotherexamplenetwork.
Eachedgeis labeledwith the costvariablethat canrepresentthe costof contactinga
peer.

At 1.20PM, � is looking for an item whosekeywordsmapto the queryvectorof
[0.2, 0.8,0.3]. � , Â , and . have versionsof the item thatare60, 40, and30 minutes
old, respectively. The costof sendinga queryto � , Â , and . is ÃÄ
 , ÃPÅ and ÃPÅÇÆÈÃÊÉ ;
respectively. Using a cost-version-constrainedquery, � can specify its preferenceof
newer versionversuslesscost. In other words, � might be happy getting the oldest
item from � andpayingless.Or, if it is keenon gettinga morerecentversionof the

E Yu
78



Ë

Ì Í

Î

Ï
Ð

ÑTÒ
Ó�Ô

Õ�Ö

×ÄØ Ù;Ú

Û�Ü

Ý�Þ£ß½àâá ãTä&á5Þ£åçæéèéê ë�ê ßìèí îÊï ðÊñ¨îÊï òéñ¨îÊï ó�ôSõ1ð�ï ðöî ÷öøù úÊû£üìý¨úÊû þPý¨úÊû ÿ��Sü���û ÿ�ú����
�
	����� ��� �� ���

�� ���

��� ��� � �! � �#"$ � � % & ')(+*!,.- /�01-2(+3547678 9)8 *:6; <>= ?>@A<>= B7@A<>= C�DFE�?G= H�<�I�J

K)L+MONQP R�S1P2L+T5U7V7W X)W M:VY Z>[ \>]AZ>[ ^7]AZ>[ _�`Fa�\G[ b�Z�c�d
Fig.2. A variablecostnetwork

item, it cangeneratea version-constrainedqueryto saythat it is willing to pay (wait)
whatever it takesto getanat most30 minuteold versionof theitem.

4.5 UpdateModels

Ownersof dataitemscanupdatethem.Ideally, it is desirableto ensurethatall caches
thatcontaintheparticularentryareupdatedwhenoneis updated.Heuristicsbasedon
circulatingupdatesin thenetwork turnout to betoocostly, especiallyin distributedsys-
temsinvolving a largenumberof agentsanda largenumberof items.For this reason,
insteadof maintainingstrictly coherentcaches,we let entriesbetimestampedby their
modificationdate.This allows differentversionsof thesameitemsto exist in different
cachesin thesystem.Obviously, whena cachegetsmorethanoneversionof thesame
entry, it cangetrid of thepreviousversionandonly save themostrecentone.In addi-
tion,weproposeseveralupdatemodelsthatwill beusefuldependingontheimportance
of how recentthedataitem is.

Subscribe Underthis model,whena peerrequestsa dataitem from a provider, it can
subscribefor furtherupdatesfrom this provider. Whentherequestersubscribesfor the
item,theprovideris responsiblefor notifying therequesterfor any updatesonthatitem.
The requestercanobtainthe new versionof the item whenever it receivesan update
notification.Alternatively, therequestercanobtaintheupdatedversionof theitemonly
whenthereis a requestfor theitem (from its principalor from anotherpeer).

Thisupdatemodelensuresthattherequesterwill alwayshavetheup-to-dateversion
of a dataitem with respectto a provider. In otherwords,if the provider is the actual
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updaterof the item, thentherequesterwill alwayshave themostrecentversionof the
item.Ontheotherhand,if theprovideris not theactualupdaterof theitem,it mightnot
begettingtheupdatedversionof theitemperiodically. Thus,theremaystill beupdates
thattheprovider is missing,all of which will alsobemissedby therequester.

This leadsto the identificationof authoritativepeersin the system.The peerthat
updatesadataitemis, by definition,anauthorityfor theitem.Thepeersthatmirror the
updatespromptlycanalsoserveasauthoritiesfor otherpeers.Froma requester’spoint
of view, thereis no differencebetweenthe actualauthority for a dataitem andthese
mirroring peers.Therefore,locatingany oneof theseauthoritative peersis enoughto
guaranteetheretrieval of themostup-to-datedataitem.

Invalidate Thesubscriptionmodelis usefulwhena peerneedsto have anup-to-date
versionat all times.On the otherhand,a peermay needa dataitem, but not carefor
updates.In this model,the requesteris senta notificationof only the first updateand
not any later updates.The requesterwould know that its copy wasstale.It may look
for anupdatedversionwhenit needstheitem,or (knowingly) usetheinvalidatedcopy.
Whenanagentgetsananswerto its query, it canrequestto getupdateswith oneof the
methodsdescribed.Theserviceprovider doesnot have to fulfill this requestsincenot
all serviceprovidersarerequiredto supporttheseupdatemodels.

5 Discussion

Referralnetworks area naturalway for peopleto go aboutseekinginformation[12].
One reasonto believe that referral systemswould be useful is that referralscapture
themannerin which peoplenormallyhelpeachotherfind trustworthyauthorities.The
importanceof referralsto interpersonalrelationshipshaslong beenknown [5] ashas
their usefulnessin marketing,essentiallyasa methodfor servicelocation[3].

MINDS, basedon the documentsusedby eachuser, wasthe earliestagent-based
referralsystem[2]. Kautz et al. modelsocialnetworks staticallyasgraphsandstudy
somepropertiesof thesegraphs,e.g.,how theaccuracy of a referralto a specifiedindi-
vidual relatesto thedistanceof thereferrerfrom thatindividual [10]. A moreextensive
literaturesurvey aboutreferralnetworksis availablein [22].

Our referral-basedapproachtakesanadaptive, agent-basedstanceon peer-to-peer
computing.Below, we comparesomerelatedapproachesbasedon the designcriteria
of Section3. Piazzais a P2Psystemwhereeachpeeris a memberof a sphereof coop-
erationandis assigneda roleof dataorigin, storageprovider, queryevaluator, or query
initiator [6]. Dataitemsareplacedto ensurethateachpeerfinds thedatait needsat a
peerthatis accessiblewith minimumcost.In ourapproach,eachpeercanautonomously
decideonthedatato store.Then,eachpeerbecomesneighborswith otherthatarelikely
to carry the dataitemsthat it is interestedin. Thus,eachpeergetscloserto thenodes
wheretheitemsit is interestedin resides.

In Piazza,whenapeerreceivesamaterializedview of aquery, it pushestheview to
its neighborswho thenpushesit to theirneighbors,andsoon.Thusmany peers—both
interestedanddisinterested—receivetheview but it alsocausestraffic. In ourapproach,
we only pushinformation to the peersthat have shown interestin it by subscribing.
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Similar to ourapproach,Piazzaassumesthateachdatahasanorigin thatis responsible
for updates.Thedatain cachesexpire aftera fixedperiodof time.This is usefulwhen
theexpectedexpirationdatescanbeestimated.Ourapproachaccommodatesexpiration
dateslike this,aswell asexplicit invalidationandsubscriptionmodels.Piazzadoesnot
seemto keepmetadatafor dataitemsandthetypeof queriesallowedby thesystemare
not discussed.

OceanStoreis a global storageapplicationthat usesa peer-to-peernetwork [11,
15]. The network is highly controlledfor the sake of performanceoptimizations.The
numberof timesanitemwill bereplicated,andthepeersthatwill hostthesereplicasare
all controlled.This implies thatnodesdo not have autonomysincethey cannotdecide
onwhich itemsto keep.OceanStorepeersarenotheterogeneous;they all operatein the
samemanner. Thepeersareallowedto changeneighborswhena peerentersor leaves
the system.OceanStoreusesclusterrecognitionasa searchheuristic.After eachdata
access,a graphis constructedbasedon the semanticdistancebetweenthe dataitems.
Whenansweringa query, thenodeslocateandprefetchsimilar itemswith theideathat
theseitemswill probablybeaccessedaswell. OceanStorecanonly bequeriedwith the
nameor thegloballyuniqueidentifierof theitem.

PeerOLAPdesignanadaptiveP2Psystemfor cachingonlineanalyticalprocessing
queries[9]. Eachpeerdecidesonwhich itemsto cacheautonomouslybasedonits poli-
cies.Someof thepoliciesconsiderthecachingpeeronly while otherpoliciestake into
accountwhattheneighborsmaybeinterestedin andcachesthoseitemsaswell. Peers
choosetheirneighborsbasedonhow well they haveansweredpreviousquestions.This
is similar to our notionof neighborselectionpoliciesandour modelcaneasilyaccom-
modatea policy basedon previousanswers.For searching,a Gnutella-like protocolis
used,whereeachpeersendsqueriesto someof its neighborswho theneitheranswer
or forwardthemto their neighbors,for a givennumberof hops.Thereis anassociated
cost to searcheachnode.The searchtries to minimize the total costof accessingan
item. However, queriesthat specify a trade-off betweenversionsand the costof the
itemcannotbeformulated.

Recently, severalpeer-to-peernetwork architectureshavebeenproposed[20,14,16,
1]. Thesesystemsmodelthenetwork asa distributedhashtablewherea deterministic
protocolmapskeys to peers.Thus,giventhe key of an item, thereis oneuniquepeer
that is responsiblefor holdingthekey. Eachpeerin thesesystemshasa tablethataids
thesearchwhentheitembeingsoughtdoesnot resideat thispeer. This is similar to our
neighborsconcept.Next, wediscusstwo storagesystemsthatuseoneof thesenetworks
asanunderlyingsubstrate.

Cooperative File System(CFS) [4] is a file storagesystemthat is built on top of
Chord.Similar to OceanStore,replicationof itemsarecontrolledby thesystem.Each
file in the systemis divided into blocks,which areautomaticallyreplicatedon the e
serversthat follow theoriginal server of theblock.Thenodesarenot autonomous;the
itemsthatwill behostedbyeachnodeis controlledby thesystem.Eachnodeis assumed
to operatein thesamemanner, andthereis no accountfor untrustworthy peers.Items
do not have metadataassociatedwith them.The searchusesthe Chordrouting asan
underlyinglayer. Hence,searchesareactuallya distributedhashtablelookup,andno
furtherheuristicsareusedin CFS.Theitemscanonly besearchedby item keys.
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Past[17] is astoragesystemthatusesPastry[16] for routingqueries.Pastis similar
to CFSby design.Insteadof replicationblocks,filesarereplicatedon e servers.Again,
thepeersdonot decideon which itemsto storeor whatpoliciesto follow. Again, there
is no metadataof the itemsandthe only way to searchfor a file is throughits unique
file identifier. Theonly searchheuristicusedexploits physicalproximity of nodes.If a
nodecanpossiblyforwarda queryto othernodes,it choosestheonethat is physically
closer.

Peer
Autonomy

PeerHetero-
geneity

Neighbor
Choice

Item
Metadata

Search
Heuristics

Expressive
Search

Marmara f f f f f f
OceanStore g f g g f g
PeerOLAP f f f g f g
CFS g g g g g g
Past g g g g g g
Piazza g f g g g g

Table1. P2Papproachesevaluatedfor flexible caching

Table 1 summarizesour evaluationof someP2Papproacheswith respectto the
above designcriteria. Pleasenote that our purposeis not to show that existing ap-
proachesareinferior, justthatthey areunsuitedto thespecificcriteriathatwemotivated.
Our criteria aregearedtoward the higher-level aspectsof cachingin P2Pinformation
systems,whereastraditionalcachingapproachesaregearedtowardcachingattheobject
or file level.

Dir ections. The Marmaraprototypeis being implemented.In future work, we will
evaluatethe performanceof Marmara,especiallywith respectto variouspoliciesand
load distributions.We will also model richer propertiesunderlying the connectivity
amongthe peers,e.g.,communicationcostandavailablebandwidth.Theseproperties
affecthow efficiently andeffectively peerscanbelocated.Theoverall ideais to under-
standthetrade-offsbetweenperformanceontheonehandandhigher-leveldescriptions
andlocal controlson theother.
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