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communication channel(s). This raises the issue of concurrent execution of transaction
tasks/communications within the corresponding operational domains.

Following the adopted model of computation (Fig. 4), actor tasks are executed in a
dynamic priority-driven scheduling environment provided by node-resident kernels,
which are instances of the HARTEXu timed multitasking kernel [14]. Communication
takes place in a real-time network supporting predictable interactions, such as CAN.
Transparent signal-based communication is supported by a dedicated protocol
provided by the HARTEXu kernel. With this protocol, signal drivers are executed
atomically at precisely specified time instants that are fixed on the time axis. This
makes it possible to eliminate the undesirable effects of task preemption and network
communication, i.e. transaction 1/O jitter, as long as transaction (end-to-end) response
times are less than the corresponding end-to-end deadlines. This requirement can be
checked using response time analysis developed for distributed real-time systems, e.g.
the analysis method and tool presented in [18].

4  Related research

COMDES-II is a follow-on version of COMDES-1 [12]. It employs an actor-based
system model, whereby actors are conceived as units of concurrency as well as
functionality (e.g., sensor, controller, actuator, etc.), whereas in the previous version a
system is composed from function units encapsulating multiple threads of control. It
also incorporates a different, i.e. composite state machine model emphasizing the
separation of reactive and transformational (signal-processing) behaviour.

In COMDES-II, system operation is described by the Distributed Timed
Multitasking (DTM) model of computation, which has been inspired by the original
Timed Multitasking model [5] and is similar to the LET model adopted in the xGiotto
language [6]. However, both of these models use port-based communication between
actors, whereas DTM employs broadcast communication with labeled state messages
(signals). This solution rules out artifacts such as ports, message queues, mailboxes,
operational interfaces, etc., and provides for transparent interactions that are
independent of the allocation of the actors on network nodes. Furthermore, the above
frameworks use flat actor models with actors programmed in a conventional fashion,
whereas COMDES-II actors are configured from prefabricated executable components
— function blocks.

The adopted communication mechanism is characterized by complete separation of
computation and communication, as recommended in [9], since signal drivers are
executed in separation from actor tasks and from each other. That is not the case with
port-based objects, where ports are usually defined as communication objects whose
methods are invoked within task 1/O drivers in a conventional call-return manner, see
e.g. [5]. Consequently, the communication pattern is ‘hardwired’ in the code of I/O
drivers and cannot be reconfigured without reprogramming.

The presented model of computation bears certain similarities with the models used
in synchronous languages [20], and in particular: atomic execution of input and output
actions; clocked operation similar to the execution pattern used in LUSTRE and
SIGNAL,; compositional data flow models inspired by the Control Engineering domain.
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At the same time, there are substantial differences that have to be highlighted in

order clearly differentiate the two models:

— Synthetic, component-based approach using prefabricated executable components
vs. a conventional language-based approach used in synchronous languages

— True actor-level concurrency vs. conceptual concurrency, which is ‘compiled
away’ during program compilation

— Constant non-zero reaction time vs. instantaneous (zero-time) reaction assumed by
perfectly synchronous systems.

The last feature facilitates the engineering of distributed systems and eliminates
problems related to fixpoints, instantaneous loops, etc., which have been major issues
with synchronous systems. Furthermore, the synchronous model does not address the
problem of task and transaction jitter because of the very nature of the synchrony
hypothesis, whereas it is practically eliminated with the COMDES model of distributed
computation.

5 Conclusion

The paper presents the formal specification of COMDES-II - a domain-specific
framework for distributed embedded control systems, which combines open
architecture and predictable behaviour under hard real-time constraints. The
framework employs a hierarchical system model combining the concepts of both actor
and function block: an embedded system is composed from autonomous system agents
(actors), which are configured from prefabricated executable components — function
blocks. Actors interact by exchanging signals, i.e. labeled messages with state message
semantics, rather than using 1/O ports or operational interfaces. This feature facilitates
system reconfiguration and provides for transparent communication between actors,
resulting in flexible and truly open distributed systems. Signal-based communication is
also used for internal interactions involving constituent function blocks. That is why
system configuration is specified by data flow models at all levels of specification.
Consequently, actor behaviour is represented as a composition of component functions,
and system behaviour — as a composition of actor functions. A synchronous model of
computation is applied at the component level. A clocked synchronous model of
execution is applied at the actor and system levels, i.e. Distributed Timed Multitasking.

The presented software architecture has important implications for software safety
and predictability, as well as the entire software development process. In this case,
applications are configured from prefabricated and validated (trusted) components,
following strict composition rules that are derived from the syntax and static semantics
of the framework. The behaviour of software components and applications is
rigorously specified via a hierarchy of formal models that constitute the behavioural
semantics of the framework. On the other hand, the use of timed multitasking makes it
possible to engineer highly predictable systems operating in a flexible, dynamic
scheduling environment.

This has been demonstrated in a number of experiments used to validate the
framework, e.g. distributed computer control systems involving physical and computer
models of plants, such as electric DC motor, production cell, steam-boiler, turntable
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machine, etc. It has also been applied in an industrial case study - a medical ventilator
control system [17]. In all cases, the use of the framework helped reduce development
time and increase software quality. This was quite obvious with some of the systems
mentioned above, e.g. the production cell control system, which was developed in a
relatively short time and became operational without extensive testing and debugging.

However, in order to guarantee that an application is correct by construction, it has
to be proven correct with respect to the required functional and timing behaviour. That
is only possible if a precise and unambiguous system model is developed, whose
particular features would desirably facilitate the process of analysis. In COMDES-II
that is accomplished through formal design models emphasizing the principle of
separation of concerns, i.e. separate treatment of computation and communication,
functional and timing behaviour, reactive and transformational behaviour, etc. Thus,
different aspects of system behaviour can be verified in separation using appropriate
techniques and tools. Functional behaviour can be analyzed using tools such as
Simulink (with continuous systems) and Uppaal (with discontinuous systems),
following semantics-preserving transformation of system design models into the
corresponding analysis models, whereas timing behaviour can be verified through
numerical response-time analysis.

In particular, Simulink can be used to analyse system behaviour via simulation. That
is facilitated by the similarity between COMDES-II design models and Simulink
analysis models representing the controller part of the system, both of which are
discrete-time data flow models. Consequently, it is possible to export a COMDES-II
design model to the Simulink environment, by wrapping COMDES-II components into
S-functions and wiring them together, following the interconnection pattern of the
original design model. This analysis method has been successfully experimented with
the medical ventilator case study, whereby the COMDES-II design of the control
system has been exported to Simulink and subsequently validated via numerical
simulation.

The envisioned development process will make it possible to engineer embedded
applications that are correct by construction. This will hopefully eliminate design
errors, which are difficult and costly to repair. On the other hand, implementation
errors will be eliminated through an automated configuration process supported by an
integrated toolchain [16], which is based on meta-models that have been derived from
the formal design models presented in this paper. Ultimately, the elimination of both
design and implementation errors will considerably enhance software safety, which is
of paramount importance for the overall safety of embedded applications.
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Fig. 5. Software view of the MPC case study

— Spacecraft_2 and Spacecraft_3 are follower spacecraft. They receive the po-
sition sent by Spacecraft_1 with a sporadic thread (Receiver_thread), up-
date their own position and sends the position to the Reader_thread. A
Reader_thread in these two spacecraft reads periodically the position value
from the Receiver_thread and store it in a protected object. A third thread
“watches and reports” all elements at that position (e.g., earth observation).

This model gathers typical elements from distributed systems, with a set of
periodic tasks devoted to the processing of incoming orders ( Watcher_thread),
Reader_thread to store these orders (Protected Object), and sporadic threads
to exchange data (Receiver_thread). These entities work at different rates and
should all respect their deadlines so that the Watcher_thread can process all
observation orders in due time.

The software view only represents how the processing is distributed onto dif-
ferent entities (threads) and gathered as AADL processes to form partitions. The
next step is to map this view onto a physical hardware view, so that Processor
resources can be associated to each Partition.

Figure 6 is a graphical representation of the deployment view of the system.
It only shows the global architecture of the application (number of partition
and their mapping to hardware components). It indicates that each partition is
bound to a specific Processor and how the communication between partitions
occurs, using different buses.

These two views are expressed using the same modeling notation. They can
be merged to form the complete system: interacting entities in the software
view represent the processing logic of the system, whereas the hardware view
completes the system deployment information by allocating resources.

5.1 AADL Models

MPC case study is built by creating software component and mapping entities
onto a hardware architecture. The flexibility of AADL allows us to partially
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Fig. 6. Hardware view of the MPC case study

define components and use them in other components. This is very useful during
the first steps of prototyping where every detail of the system is not yet clear.
Details can be added to these components either by means of AADL properties
or by component extension, without having to redefine all other components.

Data Types AADL data components model the messages that are exchanged
among the Partitions of a distributed application or inside one of these Parti-
tions. To express the kind of a data type, we use AADL data component as
shown in the listing 1.1.

Subprograms Subprograms encapsulate the behavioral aspects of a distributed
application. They are modeled using the subprogram AADI component. The
implementation of a subprogram may be written entirely by the user by indi-
cating the source file or the pre-built libraries that contain the implementation.
Listing 1.2 shows the subprogram called Update.

] subprogram Update

features
Data_-Sink: in parameter Record_Type;
Protected : out parameter Record_Type;

end Update ;

data Record_-Type
end Record_Type;

catn impllommeomtation HeeomdlsLyme o impl subprogram implementation Update.impl

subcomponents rEmEntileo
X : data behavior ::integer; s Language —> O
Y : data behavior ::integer; Source Name —> ,,Upda’te,,_
Z : data behavior ::integer; - ;

Source.-Text => "mpc.cpp”;
end Update .impl;

end Record_Type.Impl;

Listing 1.1. MPC data type Listing 1.2. MPC subprogram

AADL subprograms can be modeled in several other ways. AADL2BIP allows
three type of subprograms implementation by adding an external source file
(C/C++), or by adding annex behavior specification, or by using subprogram
calls sequence. All this gives the programmer more flexibility when prototyping
his system.

Threads Threads are active parts of a distributed application. A Partition must
contain at least one thread. The thread’s interface consists of ports. In this case
study we use two type of threads:
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— Periodic threads, i.e., triggered by a time event (Period). Listing 1.3 shows
the AADL model of the periodic thread Sender_thread that is located in
the Partitionl. This thread sends a data of type Record_Type. The dispatch
protocol of the thread and its period are specified using standard AADL
properties. In the thread implementation, we describe the behavior of the
thread by giving the subprogram that models its activity.

thread Sender_Thread
features
Data_Source : out event data port Record_Type;
Data_activate : in event data port Record_-Type;
properties
Dispatch_Protocol => Periodic;
Period => 100 Ms;
end Sender_Thread ;

thread implementation Sender_Thread .Impl
calls Main: {
Wrapper : subprogram Sender_-Thread_Wrapper.impl;

;
connections
parameter Wrapper. Data_Source —> Data_Source;
parameter Data_activate —> Wrapper. Data_activate;
end Sender_Thread .Impl;

Listing 1.3. MPC sender thread

— Sporadic threads. In this case, they are triggered by an incoming event. The
AADL model of the sporadic thread Receiver_thread is located in Spacecraft_2
and Spacecraft_3 and is triggered by the reception of a position sent from
Spacecraft_1 by thread Sender_thread.

Processes Processes are the AADL components used to model the Partitions
of distributed applications. Listing 1.4 shows the AADL model of the process
called Sender_Process.

process Sender_Process
features

Data_-Source : out event data port Record_Type;
end Sender-Process ;

process implementation Sender_Process.Impl
subcomponents

Sender : thread Sender_Thread .Impl;
connections

event data port Sender.Data_Source —> Data_Source;
end Sender-Process.Impl;

Listing 1.4. MPC Process: Spacecraft_1

5.2 Deployment

The generation of BIP code helps us to rapidly prototype the MPC case study
and make it to a distributed application using our communication protocol be-
tween each partition. The prototype helped us to analyse the case study in a
native platform (PC) in order to easily debug and evaluate it before running it
on an embedded platform.

The separation between software and hardware in AADL allows the program-
mer to model all the software parts of his application and test it with a native
platform (generally a PC). If the tests are successful, the same software part can
be reused with the actual hardware AADL. In addition, going from one hardware

Denver, CO, USA, October 6, 2009

76



MoDELS'09 ACES-MB Workshop Proceedings

AADL BIP
Spacecraft_1|Spacecraft_2|Spacecraft_3
Components 20 4 8 8
Connectors 21 8 18 18
Lines of code| 350 250 600 600

Fig. 7. Comparison between AADL & BIP

X chkouri@ventoux: fhomej/chkourifinstalation_test/eclipse/runtime-EclipseAp... - 0 % | X chkouri@ventoux: home/chkouri/instalation_test/eclipse/runtime-EclipseA... _ O X
scheduler 3 BIP_Toptickl/CPUSC1 instrtickl EEHHNS
scheduler 3 BIP_Top/bick]/CPU_SC_1_inststickl % choose thread 1 4+
scheduler 3 BIP_Toprtickl/CPU_SC_1 institickl 3eLsFl
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130:F Local ohject updated, Mew value 137
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Fig. 8. Simulation of Spacecraft_1 Fig. 9. Simulation of Spacecraft_2

architecture to another is reduced (most of the time) to the modification of the
values of some few AADL properties.

In the MPC case study, we generate for each AADL partition mapped to the
processor, its corresponding description in BIP, and for each connection mapped
to the bus a network communication protocol (sender/receiver). We compile BIP
partitions and we generate an executable model. Then, we put every executable
in the native platform (PC). First, we launch a receiver executable and then
the sender executable. When the network protocol communication is initialized
between the sender and receiver, the exchange of data is started.

Once the executable model has been launched, interactive simulation and
debugging is useful for understanding the working of the distributed application.
This helped us to verifies each interaction step by step, to know which state or
port is activated, and to see the value of data received/sended. In addition, we
use observers which moves to an error state if the period of a thread exceeds
its deadline. These analysis allow to fully asses system viability, to refine and to
correct the behavior of a system.

Figure 7 summarizes the size of lines of code, number of components and con-
nectors in AADL and respectively the BIP code for the MPC case study. We split
the BIP in three parts because we generate for each Spacecraft a corresponding
BIP description system. Figures 8 and 9 show a fragment of the simulation of
Spacecraft_1 and Spacecraft_2 in the distributed platform.
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6 Conclusion

In this article, we proposed a prototyping process to model and build distributed
embedded systems. We select AADL to implement this prototype. AADL allows
a clear modeling structure and provides all the required information to configure
a local application as well as distributed application.

We showed the requirements and assessments for prototyping distributed em-
bedded system using our tools chain. In addition, we provide a general method-
ology for building and translating distributed embedded systems into an ex-
ecutable implementation by using network communication protocol. The exe-
cutable application is tested for soundness, any mismatch in the application is
reported by the analysis BIP tool chain. We provide also MPC case study, which
is tested and analysed on a native platform.

In the future we are continuing to work on:

— Communication between processes can have different delay characteristics
depending on the underlying communication network. The prototyping en-
vironment should support different delay characteristics for communication
between different processes so that realistic prototypes can be built.

— Real-time clocks. This will allow real-time distributed algorithms to be im-
plemented, and timing properties to be studied.
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