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Abstract. This paper introduces the Graphingwiki extension to Moimiki.
Graphingwiki enables the deepened analysis of the Wiki bataugmenting it
with semantic data in a simple, practical and easy-to-usenera Visualisation
tools are used to clarify the resulting body of knowledgetsa bnly the data es-
sential for an usage scenario is displayed. Logic inferenles can be applied to
the data to perform automated reasoning based on the datei®eg dependen-
cies among network protocols presents an example use cdke baimework.
The use case was applied in practice in mapping effects tfacé vulnerabili-
ties on critical infrastructures.
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1 Introduction

In recent years, Wikis and the semantic web have becomeatedftthe art methods
for the management of information. Wikis have proven to beféective means for the
collective gathering and editing of bodies of data rangimgf encyclopaedia to bug
tracking and journals. Semantic web is envisioned as a tsalenedium for data ex-
change and as a tool to manage the interconnection of infama&nabling automated
analysis of data. [5] [18] [24] [1]

Both of the technologies have strong selling points: Wikiglgde collaborative,
open, evolutionary, and easy modi cation of data, and thmasgic web employs Re-
source Description Framework (RDF), a powerful yet rekdjivsimple language for
representing information about World Wide Web (WWW) resmst RDF consists of
subject-predicate-object triples that are used to makeratnts about resources [12].
An RDF resource can basically be anything that has a UnifoesoRrce Identi er
(URI), so it can be used to refer to any web resource. Theegigescribe either rela-
tionships between two resources, the subject and the ¢bjeah aspect of the subject,
the value of which is speci ed by the object. The predicata resource that the rela-
tionship or aspect describes. Integrating wikis with RDElddbestow it with the editing
abilities necessary for ef cient knowledge management.

Combining the approaches and techniques of Wikis and sétnaglb has met little
success. The little support traditional Wikis offer for setic data usually culminates



in page categories and different kinds of comment tags. Sgomaeb tools are often
single-user oriented and their operation frequently neguéxpert skills, which makes
knowledge engineering challenging for domain experts[3] [18]

Wikis have the strength that they focus on the structure efd#ta instead of its
presentation. Wiki users are accustomed to creatingngéind tagging content, which
represent the bare minimum requirements for taking adgentd semantics. Adding
semantic features to Wikis offers a smooth transition fguleiting different layers of
knowledge. [23]

This paper introduces Graphingwiki, a Wiki extension thatsto enable knowl-
edge engineering in Wikis by sidestepping the complexitgarhantic technologies.
The bare minimum functionality for semantic capabilitivgiWiki includes the imple-
mentation of a small but functional subset of RDF. This atdtoivs the Wiki way of
doing the simplest thing that could possibly work [6]. Udateoduce semantic data into
the Wiki by simply tagging pages and page links with wordstmages that sound suit-
able to them. RDF resources are represented on a Wiki pagg@ed links and tagged
page data. Together the page tags and the link tags creaRDRestatements of the
forms<page> <tag> <linked page> ,<page> <tag> <URI resource>
and<page> <tag> <tag value>

The tags of represent a at namespace and do not have a Higrafrany kind. In a
way, this method of adding semantic data resembles folks@wsuch as del.icio.ts
Tagging is simple and unrestrained as it aims for easy diffum the user base. Ex-
isting mechanisms, such as different kinds of linking, gatg pages and macros, are
utilised as much as possible. Users may freely select theethamy use, which thus sac-
ri ces consistency for practicality. This approach canyganore useful than forcing
any prede ned tagging schema [17] [22].

A Wiki functions as its own ontology, formed by all the tagstive Wiki's pages
[2]. Each descriptive tag is assigned a page of its own sa¢hiais can be de ned and
re ned in the Wiki itself. The resulting ontologies are egpsive to humans but lack the
complexity and formality required for elaborate machimegessable constraints on the
page data. This does not present a hindrance for knowledgagaeaent — in fact, the
most successful knowledge models tend to be very simplezed s [18].

Interactive visualisation is proposed as a method for wsteading the relations of
information on the Wiki pages. Visualisations can be useathtagate the Wiki, and they
include facilities for Itering out non-relevant data. Thénables the quick derivation of
a general view on any desired topic or entity.

Furthermore, Graphingwiki includes some logic reasonimgabilities for re ning
speci ¢ knowledge from the Wiki tags. Wiki pages can includdes that lead to new
conclusions about speci ¢ tags, and the resulting data eaqueried for sets of pages
and tags that ful | the premises of the query. This presentseagrained method for
discovering relations amongst the wealth of data.

The paper presents the methods in the context of a practealase, fathoming in-
terdependencies in communication protocols. It is alsaedghat a similar knowledge
management approach would also be effective for other dosyaéci ¢ tasks where an
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universal topical scope and some of the other stumblinddslo€semantic technologies
are not an issue [18] [21].

The paper is structured as follows. In section 2, additionsatditional Wiki features
are presented, which beget methods for gathering, visugksd reasoning on the data
for the example case. Section 3 presents some results otiahanalysis of the use of
Graphingwiki. Directions for future work are laid out in $sien 4. Finally, the work is
summarised in section 5.

2 Methodology

The main methods used in Graphingwiki include additionshi® MoinMoir? Wiki
markup and plug-in tools that save the semantic data for pteessing, visualise the
semantic data and make logical reasoning based on it.

2.1 Implementation issues

MoinMoin was selected as the starting point for semantici\divelopment based on
the criteria that it is open source, implemented in the Rytpwogramming language,
is mature and extendable, and uses a le database. Grapikingwmplemented as
a set of pluginactionsto manipulate the page dataacros andformattersto render
the semantic data to the desired viewable or processabtesfarhe design strives to
maximise backwards-compatibility and the use of existingi#loin features.

The semantic data in each Wiki page is stored into a le of¥t®pin a symmetrical
manner with the page data storage in the MoinMoin Wiki. A gahkpurpose graph li-
brary was created for this purpose. Semantic data is irgergmith the help of existing
and augmented Wiki markup, and serialised in the de nedlgfapnat. As the markup
allows for incoming links links that are not shown on the wikige itself, a global le
database of page linkage was also implemented.

Graphingwiki uses the Python bindings of the Grapf&aite of layout tools to
visualise the semantic relations of a Wiki page as graphs.ifiference module is a
simple uni er-based design in the style of many Prolog innpémtations.

2.2 Wiki markup additions

The chosen markup additions resemble closely those utitig¢he semantic Wikipedia
-project [24] and semantic Mediawiki [14]. Similar semargidditions developed for
MoinMoin ® were investigated but deemed to include only a portion ofdbsired
features.

The goal of the markup additions is not to implement the wiobtbe RDF notation,
but to present the user a simple and intuitive way to makestamts about a Wiki page.

2 http://www.moinmoin.wikiwikiweb.de
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Statements can only describe the containing Wiki page Btticel to page tag values,
Wiki pages and URI resources. Semantic data is marked uprnwitiige content and
rendered in a meaningful manner when the page is viewed.

There are two kinds of statements users can make about a Afja: MetaData
statements and augmented link statements. MetaData statteare used to realise se-
mantic page tags. They are implemented with a macro andfther®llow the Moin-
Moin macro syntax of the forrfiMacroName(arguments)]] . The arguments of the
MetaData macro consist of tag-value pairs with an optioniatitargument that omits
the macro from page rendering. For example, the statement
[[MetaData(SpecialPower, x-ray vision)]]
on a superhero Wiki page denotes that he or she has the ehtragrability to conduct
airport security checks without external hardware, amahgrthings.

Respectively, augmented link statements are used to ingplesemantic link tags.
They extend the MoinMoin named link syntax forms
[:OtherPage:Wiki page] and
[http://example.com URI resource]
that create links with descriptive labels (see Figure 1)gianted link syntax adds a
link tag to this markup, resulting in links of the forms

Wiki markup Rendering
wiki page

[ :OtherPage :wiki page]

[http://exanple.com URI resource] & URI resource

Fig. 1. Rendering of normal MoinMoin links.

[:OtherPage:linktag: page] and
[http://example.com linktag: URI resource] .

The special keyword “From” in the end of the type string desdhat the link is an
incoming link, i.e. the referenced page links to the curpage instead of the current
page linking to it. For example, the statements
[:OtherPage:linktagFrom: page] and
[http://example.com linktagFrom: URI resource]
indicate that the current page is referenced by the Wiki paghe WWW page, re-
spectively.

The statementDrX:Nemesis: DrX] on the superhero Wiki page tells that the
nemesis of our hero is Dr. X, described in the same Wiki. Retspady,
[http://example.com FanClub: http://example.com]
states that the hero's fan club has its web page at the URI/ettample.com. Repeating
the link in the descriptive string is not required, the exésplo so for reasons of clarity
only. Figure 2 illustrates the rendering of these statement

The notation defaults to the namespace designated by the Wikvoid collisions
with regular Wiki pages, the pages describing the page tadste link tags are pre-



Wiki Markup Rendering
[[MetaData(Special Power, x-ray wvision)]] SpeciaIPower
[:DrX:Nemesis: Dri] RiEy Visian
[http://example.com FanClub: http://example.com] M

® FanClub: http/example.com

Fig. 2. Rendering of semantic statements.

xed with 'Property'. Thus, in the examples of the previouarpgraphs, 'PropertySpe-
cialPower' and 'PropertyFanClub'’ are pages in the same Wiki

By editing the descriptions and semantic data on the Wikepatgscribing the page
tags and the link tags, the community creates a contracteofotinal meaning of a do-
main - effectively an ontology. This lets the users freeljt duke ontology in a very
Wiki-like fashion, which reduces the entry barrier and ameges vocabulary growth
and expressiveness. For example, users of the superheroailiklaborate on the con-
cept of special powers (i.e. the content of the 'Propertg&dRower' page), adding
further information, declaring exceptions, and so forthe Bvailability of discussions
on the subject, along with relevant links and multimedidl elp in understanding the
concept. [11]

Graphingwiki is not planned to support any deeper semangiammg to ontology
entries. RDF schema or datatypes are not supported, norages ghecked for con-
sistency with any formalism. However, template pages candeel to create implicit
meta-ontologies similarly as in Wikitology [8]. For exarepl 'SuperheroTemplate'
could include statements common for all superheroes, saen a page for a super-
hero is created using that template, the author is remindedtahe kinds of semantic
data that should probably be included.

The semantic markup supports namespaced statementssildferilid namespaces
is gathered from the Wiki'$nterWikilist. For example, the statement
[[MetaData(Wardrobe:JumpSuit, Spandex)]]
tells us that the hero in question wears a ashy spandex juritpand that the speci cs
on the style of dress can be found in the Wardrobe Wiki. Respedy, the statement
[wiki:WikiTwo/PageTwo OtherWiki:SeeFrom: wiki:WikiTwo /PageTwo]
represents the situation where the page 'PageTwo' of the WikiTwo' has a relation
with the referencing page de ned by the page 'PropertySe¢he Wiki '‘OtherWiki'.
Naturally, by adding the line
dc http://purl.org/dc/elements/1.1/
to the InterWiki list of the Wiki in question enables the user to employ Dulttioré®
de nitions in the Wiki pages. AlthougtnterWiki lists are currently not user-editable
in MoinMoin, theInterWiki list provides a relatively clean and straightforward way to
add new scope to Wiki editing. Graphingwiki uses the namespanerely as URI pre-
xes to the resource names, the RDF data corresponding teeource is not fetched.
Still, the namespaced URIs offer some advantages, as useuse standardised seman-

8 http:/dublincore.org/



tic tags with well-de ned meanings, some primitive infecerrules involving different
namespaces can be used, and external RDF tools can ut#idaltiscope of the ex-
ternal semantic data. The semantic data in the Wiki data lsanb@ dumped from the
Wiki in N3 [3] notation for further analysis with external Fxools.

2.3 Visualisation

Visualisations are composed of the node of the current \Wakjiep the links leading to
the page and from the page, and the nodes depicting the Ipdges. Alternatively, all

pages belonging to a category of the current page can be adbd aoot nodes of the
graph, instead of merely the current page node. Visualigingtegory shows a whole
eld at one glance, including the direct and indirect radat of all the members, along
with their immediate surroundings.

Page tags can be used to colour the nodes of the graph, ansl gayée Itered
based on their tags. Respectively, augmented links arenaadowith respect to their
link tags, by which they can also be ltered. Filtering caregtly reduce the clutter in
the visualisation, and helps in concentrating to desirpeets of the data. Graphs can
also be ordered with respect to one of the page tags. The hagsvare lexically sorted,
determining the rank of the nodes corresponding to the p&meuring and ordering
the nodes offers two dimensions by which to organise the séodata.

As an example, Figure 3 depicts a visualisation made by Gmgpliki with data
automatically extracted from the WiFiPediaireless standard resource.

2.4 Inference

While visualisation makes semantics comprehensiblerénfeze makes it operational.
Generally speaking, inference is used to extend the set@fikriacts with the help of
rules that concern them, and to nd the facts, if any, thatpra stated goal. Inference
engines that take the rst approach are called forward dhgiras they start from valid
data, while backwards chaining starts from the goal to begapand apply known facts
and rules to produce a proof. [16]

A backwards-chaining inference engine is used to answefapien semantic data.
The engine uses Horn clause logic, i.e. clauses that do metrhare than one positive
literal, also used by many logic programming approachels asd®rolog. Horn clauses
have desirable properties in that their satis ability idvetle in polynomial time with
algorithms linear to formula size. As the semantic data eaexXpressed in the terms of
RDF triples, which are basically simple relations, it isagjhtforward to map them as
clauses.

The inference rules and queries are stored as Wiki pageasgraditing and refer-
ence. The rules are expressed in the N3 notation, as Grapikingarkup extensions
do not include any way to express them. The result of the gsexyset of RDF triples,
also in N3 format, that maintain the conditions presentedhieyquery. For example,
according to the old adage “the enemy of my enemy is my friemdévil mastermind,
Dr. X, might want to query the superhero Wiki for enemies &f éinemies to nd new

7 http://www.wi pedia.org/
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Fig. 3. Visualisations of wireless networking standards using di@m WiFipedia.
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allies to battle his nemesis, Goody Two Shoes. The ruleessmting Dr. X's notion on
enemies and allies, and the query would be as follows:

{?x Enemy ?y. ?z Enemy ?x} => {?z Ally ?y} .
{?who Ally DrX} => [] .

The query could result in the following reply:

CookieMonster Ally DrX .
DrEvil Ally DrX .
PowderedToastMan Ally DrX .
GoodyTwoShoes Ally DrX .

Having disproved the old adage, Dr. X curses his wretchedygodrustration.

3 Practical usage scenario

Graphingwiki has been used for the purpose of discerningvamdlising interdepen-
dencies of protocols. Data is gathered from technical sgs@ns and from experts of
different protocol environments. The accumulated datheés tvisualised, bringing up
different aspects from the data related to protocol depenydaend security. The result-
ing views can additionally be used as a communication metletwleen researchers and
other actors. Inference is used as an method of gaining déggight to dependency
chains and networks.

3.1 Protocol dependency

Protocols can be thought of as languages shared by the iafrommrsystems for com-
munication. Most current information systems implemergrgé number of protocols,
most of which it requires for normal functionality. In eftethe system can be commu-
nicated with by a number of means, and it parses diverse miettata. This makes the
system, as the other systems on the network, dependent angilemented protocols
in a multitude of ways. Assessing the dependency of prosoantl the predominance
of the protocols in the network is critical in the view of ishustness.

The issue is further complicated by the fact that protocdlbiwa single protocol
family or even between protocol families often have conioast Thus, the impact area
of vulnerabilities in a shared component is greatly expdndige to protocol depen-
dency. This may lead to faults that can have a signi cantaféen an infrastructure.

9]

3.2 Extraction and augmentation of data

Initially, protocol data is gathered from standardisatimganisations and from indices
collecting data on standards. Examples of semantic dattaimdards include status,
types of relations with other standards, the protocolshmaand so forth. The data
is gathered with scripted methods and inserted into cooredipg Wiki pages with



similar means. Most of the structured data in the standattd te imported, following
the approach of aggressive population of semantic and agitall data from existing
databases [4]. This results in the quick generation of divels rich body of data as
a starting point for a comprehensive protocol Wiki. Also@tsemistructured data on
standards can be inserted.

While the process of adding given semistructured data demmeffectively auto-
mated for all cases, the extraction approach is a pragmat¢ making the best use
of the data available. Although the different data sourcay adhere to any number
of con icting explicit or implicit ontologies, a lightweigt approach to ontology gives
the leverage to process the resulting primordial soup. fldpsesents a bootstrapping
process for semantic Wikis, as the bene ts of semantic dagallastrated only by the
availability of such data. These bene ts far outweigh thsts@f generating the seman-
tic data along with the data. Similar approaches to dataetitm have been applied
successfully [20] [19].

After the initial data gathering phase, the data is inseiriénl Graphingwiki. The
details of this process are somewhat subject-dependédrigllmw the same basic prin-
ciples. Whenever new concepts are introduced in the dataWiki pages are created
to describe them, and data concerning a protocol or otheregiralready in the Wiki is
simply updated to that page.

As much of this data as possible is inserted to the pages fotims of the attributes
of the concept and its relations to other concepts, as tloesesfof data are machine-
processable. Page templates can be used to help formadisxtdtnded markup [24].
On the other hand, custom semantic tags for speci ¢ sitnat@ scenario can be used.
Explanations, quotes, and WWW resources can be writtenepdbe as is.

In the collaboration phase, the experts are invited to joitoiview and augment
the results gathered in the Wiki from their interviews anditdnal sources. Experi-
ence has indicated that it may help in this phase if the dateegag phase has not
been exceedingly careful in Itering contradictory or camtersial arguments about the
protocols. This is due to the fact that experts are often rkeem to remove such aws
from existing data than to add complementary data to an epgmg.

During these phases the data body is developed from a farggc and dry view-
point towards exceedingly rich and speci ¢ use cases. Usarsediately bene t from
the practical domain experience included in the Wiki.

3.3 Visualisation and Reasoning

The ability to make logic deductions on the expert-suppliah can unearth results not
easily discovered by traditional means. As an example floer\Wiki context, Decker
et al. uses reasoning to enable reuse of software engigdarowledge [8]. The ap-
proach taken in the development of Graphingwiki with resp@ceasoning techniques
is straightforward and pragmatic, so that the inclusiorogid is based on approaches
that are known to work and are required. The focus lies hgavilimmediate bene ts
of reasoning, the inclusion of higher-order structuresifeded until they are explicitly
needed [4].

As an example case of inference on the domain of protocolrtlpeey, the true
cause of a network error related to two hosts containing mitplge of services can be



inferred from a data body on protocols and related impleaténrts. Similarly, the gross
effect of a single vulnerability for a network can be assdssptionally involving even
chains of vulnerabilities and exploits. Similar approachave emerged in the context
of security research, particularly in network vulnerdpilhssessment (e.g. [15]), but
also in inspecting the con gurations of single workstasdp.g. [10]).

3.4 Limitations

The population of a Wiki with data from semistructured sasris a useful facility, but
it may not be applicable to a portion of available materig ttutechnical or licensing
issues. In some cases, the data abstraction features niayfsoin some constraints.
Visualisation techniques are naturally limited to a certalume of data that they can
relay in an ef cient manner.

Reasoning also has its limitations that have hindered gsimsnany cases. Main
problem is the state space explosion resulting from magsige/ledge bases. This can
be countered by using monotonic logic and highly domaircspéata sets, although
limits on query tree depth and traversal time can also be Ipf. #dl the statements
made with Graphingwiki are essentially monotonic, as thely ®oring more data to
the knowledge base without contradicting earlier statemdrhis is due to the inherent
lack of meaning of the statements in the Wiki, as the diffeespects and relations are
only given meaning by humans interpreting them, or by thergrfice rules and queries.

While the statements are limited in their effect, there aresimilar restrictions to
the inference rules queries. Thus, great care must be taken generating them, as
they might bring contradiction or belief revision into theseem. The heterogeneity of
the data gathered from various sources can present lionigtd reasoning. As there
are no guarantees on given semantic data being present oanaérned pages, the
inference rules may not match all relevant data [19].

4 Discussion

Semantic Wikis are a natural placeholder for various kirfdfomain-speci ¢ data that
are produced in normal course of work, enabling collaboratind groupwork. The
gathering and visualisation of information was found gfinéfiorward with the methods
explained in this paper. Visualising the relations of poats has proved to be an effec-
tive method for realising the scope of a protocol in applaratind network contexts.
The visualisations have been used in various stages of quietelated vulnerability
work.

It has been claimed that semantic tools also have applicaitidearning by evaluat-
ing, manipulating, and presenting data in new ways [20u&fising this data according
to the requirements of a given domain presents an effectatbaad for making its con-
tents easier to grasp by humans. Consequently it is no sariiwét in addition to ful Il-
ing its intended purpose for creating protocol visualmadi Graphingwiki has proved
to be useful for a variety of other tasks. New applicatioraaremerged at a constant
rate during its development, indicating that there is atgnead for lightweight infor-
mation visualisation facilities. Some of the these areaslhstrated by the examples
in the following paragraphs.



Figure 4 is a organisational chart of a company that has besaied with Graph-
ingwiki. The nodes of the graph represent the roles of difieemployees while edges
report the reporting and management chains between the e roles are ordered
by their required experience and colored according to tipadments they belong to.
Similarly, Wiki pages containing data on employee resgultiés and elds of know-
how could enable ef cient resource management and aid iblpro resolution. Social
network mapping techniques could be used on this data evérefufor example to
identify communities and communication bottlenecks.

OrgRolesiQAEnginearS

OrgRoles/ManagementGroupMember

OrgRoles/BoardMember

Fig. 4. An organisational chart created with Graphingwiki.

Figure 5 represents a survey on the research on laser tegw®bnd on the man-
ufacturers of laser products. Data on different actors eféfd was inserted to a Wiki,
along with their relations. This view on the Wiki data depitlte Finnish laser product
vendors by location, with links to the application areash&iit products.

Graphingwiki could be enhanced in a variety of ways to inseecits ef ciency and
expressiveness, and to make it more approachable for éskrissupport for different
levels of ontology formalisation would be an obvious benalong with mechanisms
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Fig. 5. Different laser applications, their producers, and laoati

that check the page's adherence to a speci ed ontology 8l3§DF schema to manip-
ulate typed data could be added, as well as some OWL featdss; of the implicit
Wiki relations, such as being part of a certain category amgpenade with a specic
template, could be formed explicitly with these facilitiémporting RDF data related
to instances of other namespaces would also increase tlieatjom scope of Graph-
ingwiki.

The creation of ontologies might be easier and more scaifabders could rst use
the augmented link syntax to denote all statements, spiftiise the MetaData-macro
only when it has been ascertained that the values of the digk to not have further
structure and can be considered to be mere tag value data.

Some of the semantic data in a Wiki could also be automaficgherated from
the knowledge of who created and modi ed the page, creatair,dlata on referring
page given by the browser, and so on [8]. Similarly, pagegmates could be automat-
ically suggested to the user by comparing the page with septatives from existing
categories using Bayesian classi cation.

The inference engine in the extension will yet require somekvwo be fully op-
erational in a practical manner. A major part of this worklirtes creating the basic
queries representing the common use cases of the inferegieee It also includes
queries with additional functionality such as “ nd all ofdHinks from the Wiki that
point to non-existing pages”. Visualisating the resultshaf queries would increase
their understandability in the case of complex queries.



Users could be greatly aided by the creation of semantic miateros speci c to
their domains of knowledge. Further, the user interfacéccimelude tag word sugges-
tions to help converge the tagging scheme, similarly as éndel.icio.us service and
the Makna semantic Wiki. Another aid for the tagging schenoeilds be the use of
synonym-declaring relations. However, experiences froikipdia suggest that prob-
lems regarding the selection of tags are not critical, ard the situation is further
ameliorated by the Wiki pages describing the tags [24].

The visualisation style and the GUI would bene t from usdeiaction studies and
research on other visualisation styles. Different dimemai views such as Zzstructures
and Polyarchies could be used to produce more data-comjeses §13]. Wiki pages
could include navigation section of related links creatétth the help of faceted classi-
cation [23] [1], providing another alternative to the triéidnal wiki category scheme.

Many common use cases of Wikis, such as systems documengatébcontracts,
can encompass a smorgasbord of pages while placing greainderfor the trustwor-
thiness of the included data. As Wiki pages are by nature uemigstant revision and
re nement, these use cases require facilities for spewifghe page versions that con-
stitute the de facto state of the entity. Visualisationg #ra bound to speci ¢ page
revisions could be used to facilitate the version contraudh entities while making
their structure easier to apprehend.

Encapsulating the revision state in visualisations is dlaimoncept as the transi-
tion of software version control from the per le Revision @l System (RCS) into
the set oriented Concurrent Versions System (CVS). Whenesaxftware development
the module hierarchy facilitates easy revision taggingaam-hierarchical Wikis the
bound visualisations can provide for one click capture afapshot of a larger concept.
Following the evolution of these visualisations could giveight into the development
of the entity, and the processes involved.

5 Conclusions

This paper has shown how the MoinMoin Wiki can be extended¢tude some se-
mantic capabilities. Graphingwiki uses the MoinMoin plugiechanism along with its
existing capabilities of linking and category pages to easimple and lightweight
semantic tagging scheme. The tagging scheme was furthettapeovide for the visu-
alisation of semantic data and making reasoning upon it.

Graphingwiki has been used for knowledge engineering irdtireain of network
protocols. The visualisations have proven to be an effedid in discovering depen-
dencies between protocols, while the reasoning capasiktiowed promise for uncov-
ering complex relationships in the semantic data. The lisatéons have been used in
various stages of protocol-related vulnerability work.

Future research on Graphingwiki include analyses on thealigation style and
user interaction methods in the tool. This research cowddlrén more compact and
easily manageable views. Another future direction is tletuision of more sopisticated
semantic features, the lack of which currently limits the abGraphingwiki with other
semantic tools and data sources.



A great demand was noted for the management and visualisaitidata from di-
verse domains. Usage of the tool was then attempted in a murhbpplication areas.
Initial experiences on the applicability of Graphinwikifourposes outside its intended
domain of application were very encouraging.

Therefore, a similar approach to handling, visualisingl exfierring on data would
probably be of much use in many other domains, includingrprite resource man-
agement and social network mapping. Organisational huesources related skill and
social network mapping and documenting information systéwm deployment level
to strategy view with dimensions on security policy and sysinterdependencies are
examples of envisioned use cases.
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