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Abstract. The combining calculus [MSKOT] provides a framework for analyzing
the information flow of multi-threaded programs. The calculus incorporates so
called plug-in rules for integrating several previously existing analysis techniques.
By applying a plug-in rule to a subprogram, one decides to analyze this subpro-
gram with the given analysis technique, and not with the rules of the combining
calculus. The novelty of the combining calculus was that one can analyze the in-
formation flow security of a given program by using multiple analysis techniques
in combination. It was demonstrated that this flexibility leads to a more precise
analysis, allowing one to successfully verify the security of some programs that
cannot be verified with any of the existing analysis techniques in isolation.

In [MSKO7], the soundness of the combining calculus is proved for a possibilis-
tic characterization of information flow security. This characterization assumes
a purely nondeterministic scheduling of concurrent threads. In this report, we
demonstrate that the combining calculus is also sound for a probabilistic char-
acterization of security that assumes a uniform scheduler. This result further
increases the confidence in the combining calculus as a reliable and flexible tool
for formally analyzing the information flow security of multi-threaded programs.

1 Introduction

Before giving a program access to secret data, one wants to know whether there
is any danger that the program might leak secrets to untrusted sinks or, in other
words, whether the program has secure information flow. The two main research
problems in information flow security are, firstly, finding formal characterizations
that faithfully capture the security requirements and, secondly, developing anal-
ysis techniques based on these characterizations. Information flow security has
been a focal research topic for more than 30 years. Nevertheless, the problem to
secure the flow of information in programs is far from being solved [SMO03].

In [VSI96], Volpano, Smith and Irvine proposed a type-based information
flow analysis for imperative programs. This article is widely acknowledged as a
milestone in language-based security because it not only presented an analysis
technique that can be efficiently automated, but also a proof that this analysis
technique is sound with respect to a formal definition of information flow security.

A soundness result ensures that all programs that pass the analysis are, in-
deed, secure. However, this does not imply that all programs that are secure also
pass the analysis. In fact, many type-based analysis techniques are imprecise,
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which means that some secure programs are rejected by these techniques. Al-
though it would be desirable to have analysis techniques that are precise, one is
often willing to sacrifice precision for making the analysis more efficient.

Our main motivation for the combining calculus [MSKO07] was the need for
more precise techniques to analyze the information flow security of multi-threa-
ded programs. The plug-in rules of the combining calculus allow one to exploit
previously existing analysis techniques and to analyze different subprograms by
applying different analysis techniques. The combination of combining calculus
rules with existing analysis techniques, indeed, improves the precision of the
analysis, as demonstrated in [MSKOQT7]. The soundness result for the combin-
ing calculus assumes a possibilistic characterization of information flow security.
While this result creates some confidence in the calculus, it is not yet fully sat-
isfactory, as already pointed out in [MSKO7]. The possibilistic characterization
assumes that threats are selected in a particular way, namely by a purely non-
deterministic scheduler. Although a particular scheduler is also assumed in other
soundness results (see, e.g., [SVI8/VS9S]), it would be even more desirable to
have a soundness result that is scheduler independent (like, e.g., in [SS00]).

The novel contributions of this report are a probabilistic security character-
ization and a proof that the combining calculus is sound with respect to this
characterization for a uniform scheduler. The soundness result further increases
the confidence in the combining calculus. The result also constitutes another step
towards a scheduler-independent soundness result for the combining calculus.

Overview. In Section [2] a simple multi-threaded programming language is intro-
duced. The probabilistic characterization of information flow security is proposed
in Section [Bl In Section M| compositionality results are derived and the general
rules of the combining calculus are proved sound with respect to the probabilis-
tic security characterization by exploiting these compositionality results. The
various plug-in rules are proved to be sound in Sections Bl and [6l In Section [7]
we elaborate the relationship between our probabilistic security characterization
and the possibilistic characterization from [MSKO07] in more detail. The report
concludes with a discussion of related work and an outlook in Section B

2 Multi-Threaded While-Language

We use the multi-threaded while language from [SS00], extended by a primitive
for barrier synchronization. The set of commands Com is defined by:

C' ::= skip | Id:=FEzp | Cy;Cy | if B then C else Cy fi |
while B do C' od | fork(C, <Cl | . | Cn>) | sync

The execution of programs is modeled by a sequence of transitions between
configurations (V, s) where V = (C} | .. | C,,) is a thread pool and s is a memory
state. We denote the set of memory states by S. The deterministic semantics is
given in Figure [I where {V, s)—(V’, s’) means that (V,s) is deterministically
evaluating to (V',¢') in a single execution step.

The evaluation of a thread pool bases on the underlying scheduler. During
the evaluation of a multi-threaded program we track the decisions of the sched-

uler. Single probabilistic transitions are denoted by (V, s|>p—’i>QV’ ,s') where p is



(Ezp,s) L n
(skip, s) — (), s) ({d:=Exp,sh — {(), [Id = n]s)

40178D_'>4<>7tb 40175[)_>4<C£>V7t[)
{C1; Ca, s) — (C2,t) (C1;Ca, s) — ((C1; C2)V, t) (fork(C, V), s) — ({C)V, s)

(B, s) | True (B, s) | False
{if B then C else C> fi, s) — (C1, s) (if B then C else Cs fi, s) — (Ca, s)

(B, s) | True (B, s) | False
{while B do C od, s) — (C;while B do C od, s) (while B do C od, s) — ((), s)

Fig. 1. Small-step deterministic semantics

the probability for this transition and i is the number of the thread that was
chosen by the scheduler. For the execution of the sync statement we need that all
threads do the step together. We mark this by the special symbol x for the thread
choice. Moreover, threads that are blocked due to a sync statement increase the
probability for non-blocked threads to be chosen next. This fact is taken into
account by the usage of the function blkd:

Definition 1. Let V = (Cy | Cy | .. | Cy) be a thread pool. The function blkd(V)
returns the number of currently blocked threads in V.= (Cy | Ca | .. | Cy).
Formally we have:

0 ifV =1,
blkd(V) _ blk’d((Cg | . | Cn>) +1 if C1 = sync,

blkd((Ca | .. | Cp)) +1 if Cy = sync; CY,

blkd((Ca | .. | Cn)) otherwise.

A single decision made by a scheduler along a transition is in the following
called decision step:

Definition 2. A decision step is a triple ({V,s),p,i) where p is a probability,
and i € NU {o, *}.

Figure[2shows the semantics of thread choices under the uniform scheduler where
each transition is labeled with the decision that leads from the left to the right
configuration. Notice that the condition blkd({Cy | ... | Cy)) < n in the first
rule is already implied by the fact that C; can make a deterministic transition,
we list it only for clarity. We write (V,s) — (W,t) if there exist p,i such that
(V,s) 25 (W,1).

Figure[lillustrates the transition rules that reason about a sequence of sched-
uler choices by using judgments of the form (V, sp2{V’,s') where the sequence
of scheduler decisions is formulated as the decision path [ and p is the probability
of I. The infix operator ++ denotes concatenation of lists of decision steps.

Definition 3. Let | be a list of decision steps, and (V,s) as well as (V' ')
configurations. We calll a decision path from (V,s|) to V', ') if the following
holds:

.V, s) B V', §').



(Civs) = (W.st)  blkd((Cr| .. | Cu)) <n p=1/(n—blkd((C) | .. | Cu))
UCH ] o | il ] Cudysh Z5(Ca ] o | Vi | | Cadysl)

Vi.((C; = sync A C; = ()) V (C; = sync; Cf))
{C1 | | Cn)ysh =5 ((CL | . | Ch),s)

Fig. 2. Semantics of thread choices

4V75D ﬂ QV/,SID
L=[((V,s), 1, o), ({V',s'), p, 9)]
dvvsb—l;_)ldvlvslb

(Vis) Zou(V/s) (V') 225 (V7s") 1 = L4 +[((V",s"),p2,i)]

QV,SD P1*p2 Z/QV//7S//D

Fig. 3. Probabilistic semantics

We call | a decision path if there exist V,s such that | = [({V,s),1,0)], or if
there exist V,V' s, s" such that | is a decision path from (V. s) to (V' s'). We
denote the set of all decision paths by DP.

Let l € DP be a decision path with

l = [(q‘/iu Slbuplail)u (4%7 32I>7p27i2)7 ey (QVTH Snbapnain)]-
We define the following functions on decision paths:

length of a decision path The number n of decision steps in [ is called length
of I (denoted by length(l)).

tail of a decision path The list [({Va, s2),p2,12), ..., ({Vi, Snl), Pnyin)] is the
tail of I (denoted by 1~ ).

concatenation Let

h = [(qvn-i-l? Sn+1bvpn+17in+1)7 B (an+ka 3n+kbapn+kain+k)]

be a list of decision steps. The concatenation of | and h (denoted by l + +h)
is defined by:

l+ +h = [ (q‘/i731|>7p17i1)7 seey (qvmsnbapmin)a
(qvn—i-lysn—l-lbapn—l-lyin—l-l)y---7(qvn—l—ka3n+k[>apn+kain+k)]-
prefizing A decision path I with
dh € DP. length(h) > 1Al =1"+ +h~

is called proper prefiz of I (denoted by ' = ). Moreover, I" is a prefix of 1 if
" is either a proper prefiz of | or 1" =1.

We call a decision path | = [({V1,s1),p1,%1)s- -, ({Vi, Sn)s Pnsin)] non final if
V., is not the empty program.



Definition 4. Let | be a decision path and p the probability such that
L=[({Vis),po)l Ap=1 or (V,s)=i(V',s').
The probability p is the probability of | (denoted by proby).
Lemma 1. For all decision paths | the following holds:
0<prob <1

Proof. Since a decision path of length one cannot be generated by the transition
rules we have from Definition [B] that | = [({V, s), 1, 0)]. From this we have

Vilength(l) =1 = 0 < prob; =p = 1. (1)
The first rule of Figure 2 requires that p = 1/(n — blkd((C1 | .. | Cy))). Since
blkd((Cy | .. | Cyn)) has to be smaller than n we know that the denominator is

not equal to 0. Hence,
0<p=1/(n—0blkd((Cy | ..|Cp))) <1

holds. The second rule requires p = 1.

The first rule of Figure Bl produces paths of the length 2 and does not change
the probability. Hence from the knowledge that rules 1 and 2 require probabilities
p with 0 < p <1 we have by rule 1 of Figure B that

VI'.length(l') = 2 = (0 < proby < 1). (2)

The second rule of Figure [B] multiplies the probability values p; for a shorter
path [ and po for a single step. Assume 0 < p; = prob; < 1 holds for all decision
paths [ with length(l)=n. Since p; as well as py are always greater than 0 and
less or equal than 1 we know that

0 < p1*p2=proby <1
holds and, hence,
V.3V =14+ [((V,$), 0, 1)]) = (0 <proby <1).  (3)
From (), ) and (B]) we can inductively show that the lemma holds. O

The sum of probabilities for all possibilities for a single evaluation step of a
program is 1 unless the program is the empty program. Hence, we know that
the evaluation along a given path [ has the same probability as the sum over all
probabilities of paths that incorporate one further decision step than .

Lemma 2. Let | be a non final decision path from the configuration {V,s) to
the configuration (V' s'). Moreover, let T denote the set of all decision paths h
with

E]Z‘,V;-//,Sél,pi,p. (h:l"i_"’_[(qw//?‘g;/b?pi?i)] A qvvsb_p»hqvi//ﬂggb)’
Under those conditions the following holds:

prob; = Zprobh.
heYl



Proof. Assume length(l)=1. Since we cannot generate a path of length 1 by
the evaluation of the transition rules we know by Definition [ that prob; = 1.
Moreover, we know that for all i generated from [ length(h) = 2 holds. Paths of
length 2 can either be generated by the combination of the first rule of Figure
and the first rule of Figure [l or by a combination of the second rule of Figure
and the first rule of Figure Bl Assume V' = (C | .. | C},) and blkd(V') < n. By
the combination of rule one of Figure 2l and rule one of Figure B and from the
fact that [ is non final we know that we can generate (n — blkd(V’)) different
paths A’ and for each of those paths the following transition is the only valid:

WV.s) 1/(n—blkd(V"))

w{Vi",si).
Hence, we have for each of the (n — blkd(V’)) paths h with length(h) = 2 that
the following holds:

prob, = 1/(n — blkd(V"))

The sum over (n — blkd(V")) times 1/(n — blkd(V")) is 1. On the other hand if
blkd(V') equals n then we have by the second rule of Figure [2 and the first rule
of Figure [l and again from the fact that [ is non final that p = prob, = 1.

Now assume length(l)>1. The only rule that allows us to generate paths h
with length(h)>2 is the second rule of Figure Bl Let n be the number of threads
in V'. We can use the same argumentation as before to show that

S{p (Vs) 25 (v, sy =1
=1

and, hence,
S proby = proby = > {p | (V',s') 25 V7, s"))
heYr i=1
= prob; x 1
= prob;
holds. O

Sets of decision paths that give us information about the distribution of proba-
bilities are summarized as probability trees.

Definition 5. The set of probability trees for a configuration (V,s) (denoted
by T’"qv,sb) is a set of sets of decision paths that is inductively defined by:

{l{{Vish,1,0)]} € Tryv,g

and
Vir € Tryy),l € DP. lis a nonfinal decision path ANl € tr =

(e \puin| 30V sl piop.
(h =1V 5.9 D) AV s) BV sED))) € Trypg)-



In the following we will show that probability trees form a probability space
in a natural way.

Definition 6. Let 2 be a set and A be a o-algebra over {2 (i.e., a non-empty
subset of P(£2) that is closed under complements and countable um’ons) Let
P :2A — R be a probability measure, i.e. a function satisfying

1. P(A) >0 for all A € ¥,
2. P(Q) =1,
3. and P (U2, Ai) = > o2 P(A;) for pairwise disjoint sets A; € .

Then the triple (2,2, P) is called probability space. The elements of 2 are called
events.

In our case, we assign a probability to each occurrence of a decision path.

Proposition 1. Let 2 be a probability tree and let P be the function from P(§2)
to the real numbers given by

P(A) = Z proby.

leA
Then the triple (£2,P(£2), P) is a probability space.

Proof. We prove the first two properties from Definition [6], the third property is
trivially satisfied.

P(£2) =1 We do a proof by induction over the definition of probability trees.
Assume 29 = {[({V, s),p,o)]}. Hence, the number of steps that are needed to
generate (2 is 1. Only the first case of Definition Blargues about probability trees
containing a single decision path with length 1. Hence, we know that p=1 holds
and that

P(.QQ) = ZpTOb[(W#D,P,O)}
=1

holds as well.
By Lemma [2] we know that if we remove a non-final decision path [ from a
tree and add the set T of all paths h to the tree such that

Yhe T30,V s! pi,p. h=1++[((V/, s!),pi,i)] AV, s)n V", s"

(2 (2

then

prob; = Zprobh.
heYl

Hence, for a probability tree (2’ that is generated from a probability tree {2 by
using the second construction rule for trees once we have

Zprobl = Z proby.
len req

! Here P(X) denotes the powerset of X.



Since we have already shown that for the base case
Z prob,, =1
lo€f2
holds, we obtain by induction that
P(2) = Zprobl =1
lef?

holds for all probability trees {2.

0 < P(A) < 1 Assume A = (2 then we have already shown that P(A4) = 1.
Otherwise A is a proper subset of (2. From Lemma [I] we have for all decision
paths [

0 < prob; < 1. (4)

This implies that for A C (2 the following holds:
P(A) = Zprobl/ < Zprobl =1.
'eA len

Moreover, we get from () that as long as A is non-empty the following holds:

For A = () we have P(A) = 0. 0

Sets of paths that give us information about the probability to run through
a given configuration at least once are summarized as sets of minimal paths.

Definition 7. A decision path | is called minimal path from a configuration
(V. s) to a configuration (V',s') if either
V=V As=sNl=[{V,s),1,0)]

or

l is a decision path from (V,s) to (V' s') and
-3l e DP,p. (V,s) 5 (V' s') Al C L.

(Vis)

We denote the set of all minimal paths from (V,s) to (V',s') by ming o)

Ezample 1. Figure [ illustrates two possible probability trees (the first one rep-
resented by only the dotted lines, the second one represented by both the dotted
and the solid lines) for the configuration (C, s with

C = fork(l :=1,(frk)) and
frk =fork(l :=2,(l :=1)).

The labels of the arrows denote the probability for the decision path starting in
(C, s) and ending at the destination of the arrow. The set of minimal paths from
(C,s) to ((I:==2]1:=1),s[l =1]) contains the following elements:

10



bl
(1 |1:=1,5), 1/2, 2),
(=2 1:=1),sl = 1]}, 1/3, 1)]
1/4
=18l =2) =LA (0.5l =1)
(frkysll = 1)) ————————+ (=2 L= 1,5l = 1]) : &
12 T =28l = 1) —L (0,5l =21)
1/12
. (=150 =2)) ——= (). sll=1)
(Cosh —» (U= 1] ri)os) =2 t=ts=n) T e
. 16 T (=201 = 1]) ——= ((), sl =2])
- iz == 1) 222 (.si=1)
We=1]1=2]1:=1),5) s == s=2)) T 112
o A3 = sl = 1) —= (0, sl = 1))
112 qrma =) 222 g0 sn=2p
(=1]l=2s=1]) ;
..... fe=rsii=2) M2 q0su=1)

Fig. 4. Two possible probability trees for {C, s).

The probability to run through a given configuration at least once can now
be computed with the help of the set of minimal paths to that configuration:

Definition 8. Let h be a minimal path from the configuration (V,s) to the con-
figuration (V' s') and let p be the probability of h. For each path | with h C [ the
probability p is called the reaching probability for (V' s') along the path |
(denoted by proby v «))-

Definition 9. The reaching probability to run from a configuration (V,s) to

a configuration (V',s') (denoted by probyy,q) (v s)) is defined by:

prObQV,SD,QV’,S’D = Z pTObl,QV’,S’D
(V,s)

lEminQV,ys,b

Ezample 2. The reaching probability from the configuration (C, s) from Exam-
ple Il to the configuration ((I :=2 | [ := 1), s[l = 1]) is the following:

Probic.s),((:=2 | :=1),s[i=1]) = PTOpathy,((1:=2 | :=1),s[i=1]) +
Probpathy ((1:=2 | 1:=1),s[i=1])
- 1/2+1/6.

O

Proposition 2. The reflexive transitive closure of — (denoted by —*) can now
be expressed as follows:

(V,s) =" (V' &) = probyy.s), (v, >0

11



3 Security Condition

As in [MSKO07], we aim for a security definition that characterizes the possible
influences of an initial state on the set of memory states after termination. Ac-
cording to the termination behavior we can divide the set of programs into three
different types. First of all, we have programs that always evaluate to the empty
program and hence, always terminate. Next, we have programs that never result
in the empty program and, hence, always diverge. Finally, we have programs that
have the possibility to terminate but do not do it for sure. Our security condition
should provide an appropriate statement for all three types of programs.

Definition 10. A program V is deterministic terminating in the state s

if
In e N. YV, s p,l. (qv, s) B V', 8') = length(l) < n)

holds. The program V is deterministic terminating if it is deterministic ter-
minating under all states

All deterministic terminating programs, started in an arbitrary state, terminate
with probability 1:

Lemma 3. Let C be a deterministic terminating program and s a state, then
> _probic,sy . = 1.
S/

Proof. From Definition [I0] we have that
Vs.dn e N.YV', ¢ p, 1. (C,s) D V', §') = length(l) < n.

Hence, all paths are bounded above by n and there exists a fully expanded
probability tree for each configuration (C,s) (denoted by T'R;). Given s we can
generate T R by starting with {[({C, s}, 1,0)]} and repeatedly using the second
rule of Definition [l to substitute paths that do not have the empty program as
right most program. Since all paths are shorter than n and we have no possibility
to fork an infinite set of threads this procedure terminates. Moreover since we
assume only syntactically correct programs we know from the semantics that
the generated tree has the empty program as right most program in each of its
decision paths. From Proposition [Il we know

Z prob; = 1.

leTRs
Hence, the probability to reach the empty program is 1. O

2 With this definition, the length of evaluation sequences of deterministic terminating programs
is bounded from above by some n € N. It thus might appear to exclude programs that have
arbitraryly long execution sequences, but nevertheless always terminate. But such programs
are not possible in our programming language, since in each step only finitely many threads
can be forked.

12



Definition 11. A program V is deterministic non-terminating in a state s
if the following holds:
Vs .proby.a),i.s) =0

The program V' is (generally) deterministic non-terminating if it is deterministic
non-terminating in all states.

Definition 12. A program V is possibly terminating if it is neither deter-
ministic terminating nor deterministic non-terminating.

Ezample 3. Let C1=(h:=False) and Cy=(h:=True;while h do skip od). Then Cj is
deterministic terminating, Cs is deterministic non-terminating and (C; | Cs) is
possibly terminating. O

To formalize our instance of the indistinguishability property we use a two-
level security lattice with a distinction between high (secure) variables and low
(public) variables where no information is allowed to flow from high to low. We
will refer to states that differ only in the values of the high variables as low-equal
states (denoted by s =, t) and summarize the set of all states that are low equal
to a state s as low-equivalence class of s (denoted by [s]=, ). Two expressions are
low equivalent (denoted by Fxzp; =1 Exps) if they evaluate to the same value
for each pair of low-equal states.

We assume an attacker who can see the initial low memory and the final low
memory of terminated programs. Moreover, we give him the possibility to re-run
the program as often as he wishes. We classify a program as secure if it fulfills
the following requirements:

— the termination probability is independent of initial values of high variables
— the probability to terminate in a given set of low-equal states is independent
of the initial value of high variables

The probabilities for the sets of low equal final states of a secure program
should be distributed equally and, hence, indistinguishable for an attacker if we
start the execution in two low equal states.

Definition 13. Two thread pools V- and W are low indistinguishable (denoted
by V.~ W) iff the following holds:

VstreS s=pt= > probu o)

s'efr]=,,

= > probuwg. o

velr]=p
Definition 14. A program V is probBL secure if
VBV

This definition is applicable for each type of program identified at the begin-
ning of this section. Moreover, for deterministic non-terminating programs the
probability to terminate is 0 independent of the starting state. Hence, we can
easily show the following Lemma:

Lemma 4. All deterministic non-terminating programs are probBL secure.

Proof. Due to the definition of probBL security and low indistinguishability. O

13



4 Combining Calculus

In the previous section we have introduced a definition of program security. The
next step is to support the check of programs against probBL security. Instead of
developing a new proof system from scratch we reuse the calculus from [MSKO7].

4.1 Compositionality and Basic Calculus

Sequential and parallel composition do not preserve probBL security as the fol-
lowing examples show:

Ezample 4. Let Cy = (if hthen [ := O else [ := 1 fi; [ := 2) and Cy = (fork(skip, (C1))).
Both programs are probBL secure. Nevertheless a parallel respectively sequential
composition with the probBL secure program I’ := [ result in programs that are
not probBL secure. O

The program fork(Cy, (I’ := 1)) in Exampled demonstrates that races are a major
problem during parallel composition. To avoid races we demand wvariable inde-
pendence of concurrent threads during parallel composition:

Definition 15 ([MSKO07]). Two thread pools V' and W are variable inde-
pendent (denoted by V= W) if the sets of variables occurring in 'V respectively
W are disjoint.

Example [4] demonstrates that races are not only a problem for security when
composing programs in parallel, but also in a sequential composition. These races
originate from the termination of the first (main) thread before the termination
of spawned threads. To avoid those races we use a property that guarantees that
the main thread is the last one that terminates:

Definition 16 ([MSKO07]). V is main-surviving in s (denoted by |V, s)>) iff
VDi...Dp,t. (V,s) =" ((D1|...|Dp),t) = (n =1V (=3t (Dy,t) — ({),))).

A non main-surviving program can be transformed into a main-surviving pro-
gram by adding sync-statements into the main thread.

The repeated execution of a probBL secure program can either be a secure
composition if the number of iterations depends only on low variables or the
number of iterations cannot be reproduced by the observation of the low mem-
ory after termination. To formulate the second case we introduce the following
property, which is inspired by [BCO1]:

Definition 17. A program V is free of low affectings (denoted by H(V')) if
the following holds:

Vs, s\ V. (V,s) =" (V',§) = s= ¢
The following two lemmas will help us to prove our compositionality result:

Lemma 5. Let I=[({V,s),1,0), ((V1,81),01,%1)s- - ({Virs Su b, P, in)] respectively
U=[(V',s'),1,0), ({VY, s1), phs4)), - o ((VA shD s P, 1h.)] be decision paths such that

V,=V' As, =5

14



Then

h = [ (q‘/asba 170)7 (QV1731|>7P17i1)7 R (qvnwgnbaprwin)a
VY, 81D, P10 00), o (Vi s Pl 1)

is a decision path from (V,s) to (V}/,s.). Moreover, we have prob, = prob *
proby .

Proof. Due to the use of the uniform scheduler the transition probabilities are
independent of the history. Hence, the decision-steps of I’ are the same inde-
pendent if the execution starts in (V’,s’) or if a sequence of transitions leads
to (V', ') respectively (V;,s,). From the rules of Figure Bl we have also that
proby, = prob; * proby. O

Lemma 6.
VOV, V", 5,8, 8" (((C), s) # V", s") AT, s) — (V', ') =
prOch,Sb,QV”,S”b = p’l"OquCS/D’qVH’S//D)

Proof. Let | = [({{(C),s),1,0), V', s'),p,)] be a decision path. Since (C) is
single-threaded we know that there exists exactly one such path withp =1,7 = 1.
From Lemmal5 we know that for each path I’ from (V’, s') to (V”,s”) there exists
a path h with

h= 1++I'"" and
prob; * proby

proby,
= 1xproby.

From this and the definition of minimal paths we have

Z pTObl',q\/”,s”b

(V/,s")
(V7,s!")

= Z probh74V//7S//D .

(Vs
l’Emmgv,,:,b,b ,

h=l++1""

I'emin

Since we excluded the case where (C, s)=(V",s"”) we know that for each minimal
path I’ the corresponding path h is a minimal path from (C,s) to (V",s").
Moreover, since there is only one possible transition for ((C),s), there are no
other minimal paths to (V" s”). Hence, we have

Z pTObl,W’ﬁs"b = Z p?”Obh74V//’S//I).

/gl . \s
lemi"gxu”slb/b hemlng‘c;//?snb
Lemma [6] follows by Definition [ O

For a composition of the form if B then C' else D fi with B #; B we introduce
the notion of branch low-equivalence.
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Definition 18. Let Exps denote the value n with {Exp,s)| n. Moreover, let C;
and Cy be probBL secure programs. A program C = if B then Cy else Cy fi is
branch low-equivalent (denoted by z'fglwp 02) if the following holds:

L

Vs, t,r. <(s =1Lt A\ Bs # By) = Z Probicy s).(0,s') =

s'€r]=,,

> Pmbwtho,t'b)

tefr]=y

Remark 1. Branch low-equivalence allows to analyze two different cases: Firstly,
the case that the guard is constant on low-equivalence classes, i.e., the choice
between C; and Cy does not depend on the high part of the state. And secondly,
the case that the probabilities to terminate in a given low equivalence class in
one of the two branches C7 and C5 do not depend on the high part of the state.
In both cases, branch low-equivalence is satisfied.

But branch low-equivalence admits even more programs to be checked. Con-
sider the program C = if (h' = 1) then C} else Co fi with O] = if [ = 0 then [ :=
1 else skip fi and Cy = if [ = 0 then [ := 2 else skip fi. The guard is only constant on
the low equivalence class of [ = 0, while the probabilities to terminate in a given
low equivalence class of the two branches differ only on the low equivalence class

. a1 s p(Rl=1)
of I = 0. But still Zwa’iCz holds. %
Theorem 1. Let C, D, V, W be probBL secure programs. The following table
describes under which condition (left side) the compositions on the right side pre-
serve probBL security:

Condition probBL Secure Composition
Vs e S{C, sh> C;:D

i ng’i b if B then C else D fi

(B=,B N\ Vs € S.(C,s)>) while B do C' od

CzW fork(C, W)

Vzw (VW)

Proof. Let E denote the particular composition for each sub-theorem. Then we
have to show that F Nli FE holds, if the respective condition is satisfied.

C;D Since D is probBL secure we have the following;:

Vst . st e [7’/]=L — Z pTObQD,s’b,Q(),s”b
SIIE[TII}ZL (5)
= > probpy) (o)

t//e[,r.//]:L

16



Moreover, from the rules in Figure [[l we know that D is only executed if the
main thread of C' has terminated before. Since C' is main-surviving we know
that the main thread of C only terminates if all other threads have terminated
before. Hence, we know that D is executed after the full termination of C' and,
hence, has no influence on the scheduling of C. Together with the probBL
security of C' this results in:

Vs,t, 1. s=pt= > Probicip,s)(p,s)
sle[,r./]:L

= > probiepypy)
tvelrl=,

(6)

Since s’ and ¢’ are in the same low-equivalence class [r/]=, we can combine

(B) and (@) to

Vs, t,r',r". s=pt=—

> (pmch;asp,w,s/p*( > pTOqu,s’[),Q(),s”[)))

s'efr]=, s'elr’=,

L

(7)
= > |probopapeyx (X Pmbw,t'»,4<>,t~b)>-

e, e,

This can be done since both sides use only states s’ and ¢’ from the same low-
equivalence class. Hence, by (B]) the second coefficient is a constant. Since
we assume a uniform scheduler the execution of C' has no influence on the
scheduling of D and the Equation (7)) states that the probabilities to run
from a configuration (C; D, s)) respectively (C; D, t) through a configuration
(D, s') respectively (D,t') with s',¢' €[r']=, and finally terminate in the
low equivalence class [r”]=, are equal for two low equal starting states s and
t. Since the inner sums of Equation (7)) are constants for given s’ and ¢’ this
can be transformed into the following equation:

Vs, t,r',r". s=pt=—
2 2 (pTOch;D@p,w,sfp * pTOqu,s/p,m,s”p)

s'€fr]=, s"€lr]=,

= X 2. (pTObQC;D,t[),QD,t’D *prOqu,t’b,Q(),t”b)

vel=, tel=,

Since we have a quantification over all states 7’ we can sum up over all possible
low-equivalence classes (LEC) and get the following equation:

Vs, t,r". s=pt=—

[r']=, €LEC (S’E[T”]_L s"elr'=,

( > (pTOch;D,tp,qD,t’b * pTOquvtlb74<>7t"D)
[T/}:L cLEC t,G[Tq:L t”E[’f‘”}:L

> (probicip.g)(p.s) * PT054D,s'>,4<>,s”b)>

The outer most two sums can be summarized as follows:

) S o) | = Yw()

[r']=, €LEC \s'€[r']=, s'eS

17



Hence, we have
Vs, t,r". s=pt=—

> 2 \probicip,s)ip,s) * Probip.s) (),s7)
Ses e, < ) (8)

= Z E <pr0b4C;D,tb,4D,t’b *pTOquvt/%«%t”D)'

t/es t//e[rll}:L

From the main-surviving of C and the rules of Figure [Il we know that the
execution of D cannot start until C' is completely executed. Hence, each
decision path [ from (C; D, s) to any configuration ((),s”) has the form:

35,010 = [({C; D, s), 1,0),..., (4D, 8D, 9 7), - ((0), b, P, 4")]
Hence, for each such path [ the probability can be computed by
prob; = proby, * proby,,

where I} = [({(C; D, s),1,0),...,({D,s'),p',i)] is an initial segment of I, I}, is
a terminal segment of I such that [ = I; ++1}, and lo = [({D, '), 1,0)] + +15.
Hence, we can summarize (§)) to
Vs, t,r". s=pt= >, (probic,p.s)q0,s7))
s"elr=,
= > (probicpa,(o.m))-
t//e[,’n//]:L
if B then C else D (z’fCBNpD)
Let E abbreviate the pr%gram if B then C else D fi. For Bs = B; = True the
configuration (E, s) deterministically results in the new configuration (C, s).

Moreover, from the conditions we have that C' is probBL secure. Due to
Definitions [I4] and [I3] that implies:

Vst €S s=pt=> Y probcg )

s'efr]=,

= Y probcg e
t'elr']=

=L

This and Lemma [6] give us

Vs,t,rl S S BS = Bt =True A s =L t = Z pTOb4E75D74<>7S,D

s'e[r]=,
= Y probumg o)
vep'l=,

By Definition [I4] this implies for By = B; = True that E is probBL secure.
Following the same argumentation over the probBL security of D we can
show that E is also probBL secure for By = B; = False.

Now, assume B # B;. For the case B; = True and B; = False we have to show

that
vi'e S, D probig o) = Y. Probip.g.o.e)s

s'efr]=, t'elr]=,
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and for the case By = False and B; = True that

vr' € S. Z Probp sy, (0, Z probc.t),(0.¢')

SE[} te /]L

holds.
We have both due to 7 ngp p and by using Definition I8 Using Lemma [6] we
L

can now show

Vs, tr' € S. B £ By A s=pt= > probpg 0.

s'elr'l=,,
= > probmg (.0
telr]=,

while B do C od (B =1 BAVs € S.{C,s)>) Let E = while B do C od. Let the
function #while : DP — N be defined as follows:

0 if length(l) =0
#while(l) =  #while(I™) +1 ifl = [((E, s),p,)] + +h for some s,p, i, h,
Hwhile(l™) otherwise.

Hence, #while(l) is the number of configurations in a path | containing the
program FE. If [ is a decision path from (F,s|) for some state s we know
from the rules from Figure Il and the fact that C is main-surviving that
such configurations only occur as initial configuration and every time C' is
completely executed. Hence, the number #while(l) — 1 is the number of
executions of C' along the decision path [. We denote the set of decision
paths [ that end up with a configuration of the form (FE, s|) for some state s
and for that #while(l) = n holds for a given n with Pp.

First we show that starting in two low equal states s and ¢ and evaluating the
body of the loop (n—1) times will result with the same probability in a given
low-equivalence class. Hence, we start by proving the following statement by
induction over n:

Vn € Ny,r' s, t.s =p t = 9)

Z proby, = Z proby,

lsePg,s'elr']=,, leePpt'e[r]=,
3i7q'lS:[(4E7SD717O)}7"'7[(4E75lD7Q7Z’)} Eivqlt:[(qEvtb7170)]7"'7[(4E7tlbyqyi)]

For | € PL we have only one possible decision path with I = [{E, s), 1, o]. For
any state t with s =p ¢ we have the decision path I, = [{E,t),1,0]. Hence,
for n =1 the statement holds since prob;, = proby,.

Assume now that (@) holds for n € Ny. From B = B we know that By = By
for s',t" € [r']=, . With the semantics for while loops we therefore obtain for
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all states 1/, s,t with s = t

Z pTOblS++[(4c;E,s'p,1,1)} = Z pr0b1t++[(4C;E,t’D,l,l)] A

lsePg,s'€lr'l=, LePpt'elr]=,

Ji,q.ls=(((E,s),1,0)], Fi,q.l:=([({E,t),1,0)],
o l(UB8),g,0)) (B )a.))

> prob s peiy = > probu ()]

lsePp,s'e[r']= leePRt'e[r]=,

Fi,q.ls=([({E,s),1,0)], Fi,q.le=([({E,t),1,0)],
A IUEs)a5)]) S JUBE b))

From the main-surviving of C' and the semantic rule for sequential compo-
sition we know that C has to be completely executed before F is touched
again and hence

VS73/7 S//yi&ksv qmiapa l87l(>
(s =[UE,s),1,0)] + +ks + +[({E, 5], g5, 85)] A
ly =1s ++[({C; E, S)1,1), ., (00, "), p, 1)) =
#while(ly) > (Fwhile(ls) +1).

Since C' is main-surviving and C' is probBL secure we have the following:

vl she ]2, e )=, . (10)

Z prob;, = Z proby,

s"e[r'"]=; Jlg€P} t"elr’|=, Iy €P}
ly=[({C;E,s'),L,0),...({E,s")1,1)]  Ly=[({C;E '), 1,0),....,((E,¢"),1,1)]

The probability to execute C' (n—1) times resulting in a configuration (E, s’|)
with s’ € [r]=, followed by another execution of C finally resulting in a
configuration (E,s”|) with s” € [r"]=, can now be computed by

Z prObls-l-—i-[(QC;E,s’b,l,l)] * Z pTObls,
lsePp.s'elr']=, lS/GPI%,s”E[T”]:L
Fi,q.ls=[({E,s),1,0)], ly=[({C;E,s"),1,0),
(B S D)) | ({E,s"),1,1)] i

Using the identities from above this is equal to

> Proby, +1(((CsE.4),1,1)] * > prob,
liePRt'e[r]= lyeP3 t"elr=,
Ji,q..=[({E,t),1,0)], Ly=[({C;E'),1,0),
SUEE D)) | s ((BE),1,1)]
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for all s =, t. Using distributivity we transform the equation to:

> proby [((c:E,s'),1,1)] * PToby,
lsePg,s'elr']=,, ly€PE,s"e[r"]=,
E"l'7q.ls:[(4E,Sb7l,0)}, lS/=[(4C;E,s’D,1,O),

[((B87),4,9)] - ((E,s"),1,1)]
= > > proby4+(((c;E.v),1,1)] * proby,
LePR e, ltfePf;,t”E[r”]:L
32,[1 L=[((Et),1,0)], 1y=[((C;Et'),1,0),
B ) 0.0) s ((BE7),1,1)]
Summing up over all low-equivalence classes [r/|—, we obtain
> proby 4 1[((c;B,s),1,1)] * Proby,
lsePp,s'eS l /EP%,S"E[T”]_L
Ji,q. ls—[NE sh,1,0)], 1 s/ = [(40 E,s D,l,O),
[((E57),¢,0)] (B 1)
= > > Pmblt++[(qc;E,t/p,1,1)} * pTOblt,-
liePpt'eS lyePEt"elr=,
Hz,q L=[({E,t),1,0)], lt,_[(qc Et’b,l,o)
[((Et),9:4)] B )11

In summary, we have for all s,¢,r’, 7" with s =, t that the following holds:

Z proby , = Z proby,,

SHE[ =1 l”EP(nH) telr]=; t//EP(”H)
=z, Lo, =] T
SU{E,s"),1,1)] SAE)1LD)

As we have already shown above if the equation holds for n then the prob-
abilities to terminate in the next step in low equal states is equal for two
runs starting in low equal states. Since we have now shown that the equa-
tion holds for all n we know that starting in two low equal states we have
the same probability to execute C' n times and then terminate in low equal
states. Since the number of passes is not of interest for us we can sum up
over all n and obtain for all s, ¢,r” with s =, t that

Z Z prob; = Z Z proby,

neN; S”E[T”]:L neN; t”E[T”]:L
l:[(4E75D7170)7"'7(4<>7SND7171)] l:[NE’tD7170)7"'7(4<>7tubvl71)}
lepp lePy

which can be summarized to

Z prob; = Z prob.

s"elr)=,, el

l=[(4E,8D,1,0)7...7(4<>,S”D,1,l)] l:[NEvtb7170)7"'7(4<>7t”[)7171)}

Since we sum up over all paths to the empty program this is by Definition
the same as

VS,t,T”.S =1 t= Z prObQE',sD,Q(),s”D = Z prOb4E,tb,4(),t”b‘

SIIE[T”]:L t//e[,r.//]:L
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(VW) Let £2(A) denote the set of variables occurring syntactically in A. Since,
V=W we have (V)N Q2(W) = (). Moreover, let s, and s,, be the parts of the
memory s that can influence and can be written by V and W respectively,
and let s’ be the part of s that is neither read nor written by either V' or
W. Let sy o sy o s’ denote the combined memory of sy and sy . Hence,
s = sy o sy os’. We now color each thread occurring in the probability tree
of (VW,s) with either red or green. Initially all threads occurring in V are
colored red and all threads occurring in W are colored green. Every thread
that is the result of the execution of a red (green) thread is also colored red
(green). Le., for each transition

((C1..C..C), s) 25 ((C..Ui..C), §)

all threads in U; are colored with the same color as C;.

Let ny be the number of red threads in the current thread pool and ny be
the number of green threads. The probability for each non-blocked red (green)
thread to be chosen as next thread is 1/(ny —blkd(V)+nw —blkd(W)). Hence
the relation between the probabilities of two non-blocked red (green) threads
is 1:1. The probability for blocked threads is always 0 if not all threads have
reached a sync-statement. It is the same relation as if {V, sy ) ((W, sw))) would
be executed separately. If during the separated execution of V the choice of
the i-th thread would cause the following transition

1/(ny —blkd(V)),i

((C1..C;..C), sv) (C1..V;..Cp), sy )

then due to the variable independence the choice of the i-th red thread in
VW, sy o sy o s') would produce the following transition:

*

((C1..C;..C )W, sy o sy o §') LAGR {C1..V;..CL )W, 51, 0 sy o '),

where p* = 1/(ny — blkd(V') 4+ ny — blkd(W)). From 2(V) N 2(W) = we
know that each green (red) thread is neither influenced by variables occurring
in 2(W) (£2(V)) nor will it change the value of any of these variables. Hence,
the execution of a green (red) thread would only introduce an idle step for
the execution of the red (green) thread pool.

Since this holds for each step in the execution the probabilities for each
sequence of the execution of red (green) threads are the same independently
if the red (green) threads are separated or in parallel with the green (red)
threads. Let py (pw) be the probability to run from a given state s (¢) into a
configuration with the empty program and a state from the low-equivalence
class [ry]=, ([rw]=, ). Since both events are independent of each other
we have the probability py * py to run from the state sy o sy o s’ into a
configuration with the empty program and a final state from [ry ory or']—, .
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Hence, we have:

Vsv,sw, s rv,rw, . (pv = Z Probyy,sy ) (0,s,) N
s’ve[rv}:L
W=D PrObwe ) (.sy) =

sy Elrwl=,,

pv *pw = Z pTObQVW,sVosWos’b,4<>,s",os§/vos’b)

(st 084y,08")E[ryorwor]=

Since V and W are probBL secure this implies

! ! ! / !
Vsy,sw, s, tv,tw,t,rv,rw,r .(sy oswos') = (ty otw ot ) =

3 PrOb{ W, sy oy os'), ()5} o5}y 0s')) =

(sy o8y 08" )E[ryorwor]=,

Z Probyvw ey oty ot') ().t oty ot’))

(t4, othy ot ) E[ryorwor]=

and hence, the probBL security of (VW).

fork(C,W) Due to the rules in Figure [Il the result of the former subproof, and
the fact that V' = (C) and W are probBL secure we have (where {...}
denotes a multiset):

Vs,t,r€S. s=pt =
> A p | (fork(C, W), s) — (VW,s) Ap = probuw,s((),s' ) =

s'elrl=p

Yo Ap | {fork(CW).th — (VW.th Ap = probuywy (). ¢')}

velr]=p

From Lemma [6] and by the Definitions [I4] [I3] this implies probBL security
for fork(C, W).
a

Basic calculus rules of the combining calculus. The judgement V + probBL
intuitively means that V is probBL secure.

Ct probBL D\ probBL Vs € S.(C,s)>
C; D probBL

C + probBL CtprobBL Dt probBL ingpD
L

[SNC] [1F] — ,
C;sync - probBL if Bthen C else D fit probBL

CtprobBL Vse S.(C,s)> B=L B
while B do C od - probBL
VI probBL Wt probBL V =2 W (CYW + probBL

[PAR] [FRK]
VW F probBL fork(C, W) = probBL

[SEQ]

[WHL;ow]

Remark 2. In comparison to [MSKO7], the rules for sequential composition, while
loops, parallel composition,forking, and sync-statements remain unchanged. The
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rule for the if-construct was enhanced by relaxing the original assumption that
the guard must be constant on low-equivalence classes: the new rule allows ar-
bitrary guards, as long as the branches are not distinguishable by an attacker.
E.g., the program if hy then ho = 0 else ho = 1 fi cannot be checked with the basic
rules from [MSKO7], but it can be checked with the rule [IF] (and a simple plugin
rule for the assignments in the branches). That is, a modified rule results in a
slightly more precise calculus

Hence the basic calculus rules from [MSKOQT7] are sensible rules for both a
possibilistic and a probabilistic baseline security property. O

5 Plugins for Semantic Security Definitions

In previous works the major practical effect of compositionality results was the
possibility to split the proof of large programs into subproblems. The approach
of [MSKO7] goes one step further. Subprograms can be checked against differ-
ent security definitions as long as each of these security definitions fulfills the
following condition:

— The subprograms that are classified as secure by the considered security def-
inition must also be secure according to the baseline definition of security.

For such security definitions we can formulate plugin rules to integrate them into
the basic calculus.

Sections 5.1 and illustrate the use of the plugin approach based on the
integration of strong security [SS00] and low-deterministic security [ZMO03]. A
soundness result for the basic calculus and the plugin rules is provided in Sec-

tion (.3l

5.1 Strong-Security Plugin

Definition 19 ([SS00]). The strong low-bisimulation (denoted by =r) is
the union of all symmetric relations R on command vectors V = (Cy...Cy) and
W = (D;...D,) of equal size, such that

(Vs,s',t, V' ie{l...n}. VRW As =Lt A {Ci,s) — (V',§)) =
AW Dy, t) — (W ') AN = ¢ ANV'RW)).

Definition 20 ([SS00]). A program V is strongly secure iff V=V holds.

As mentioned before we have to show that the set of strongly secure programs
is a subset of probBL secure programs. However, this is not true in general.
Consider, e.g., the program C' = sync;l := h. It is intuitively insecure, since the
value of h is leaked to the public variable [ after processing sync. Nevertheless it
is strongly secure, since there is no program V such that C' — V (processing the

. 1,% o o
sync-statement results in a —>-transition and not a — transition).

3 This improvement is independent from the move from a possibilistic to a probabilistic char-
acterization, which is the main contribution of this report.
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Lemma 7. Let V and W be strongly low-bisimilar programs that do not contain
sync-statements. Let furthermore

lv = [(qvv SD? 1, O)? (qv1731|>7p17i1)7 SER) (qvﬂﬂ Smbvpﬂ"wim)]

be a decision path. Then for s =, t there exist Wy, ..., Wy, t1, ..., tm such that
[(<|W17tll>7(h7j1)7 EERR (quytmbvqm7]m)] is a decision path fOT’ suitable inji;
and such that Vj € {l.m}. (V; =, W; As; = t;). Moreover, the programs
W1, ..., Wy, and the states tq,...,t,, are unique with this property.

Proof. Let ly = [({V,s),1,0)]. We can choose Iy = [({W,t),1,0)]. Since there
exists no second decision step in Iy and lyy the statement is true for length(ly ) =
1 (uniqueness is trivially fulfilled). Now, let length(ly)=2 and V = (C4]...|Cy)
as well as W = (Dy]...|D,). Since neither V nor W contain any sync-statements
we have blkd(V') = blkd(W) = 0 < n. From Definition [I9 we have:

Vs, t,s, Vi€ {l.n}.((s = tA (Ci,s) — (V/,s5)) =
AW/ t;. (D;,th) — (W], ti) A st =1 ti ANV = W)

R R

Hence, we have by the first rule of Figure [3] that the following holds:

Vs,t, s,V ie{l.n}.((s =p t A

{(Cy]...|Ci]...|Ch), s) Lm, WO .. | VH|...|Cn), i) =

1/n,
EWLE (D1l Dyl D)) 225 (Dy] W] Do), )

[
/\82 = t; A Vi, = W)))

(2

Moreover, since all threads except for C; remain unchanged we know from V =y W
and V; = W/ that V' =1 W’ holds for V' = (Cy|...|V/|...|Cy) and W' =

(D1|...|[W]/|...|Dy). If we now generate paths of length 2 by using the third

rule of Figure B we obtain

Vs, t, 8, V' i€ {l.n}.((s =L tA

1/n
Vosh == 1qvshoqvrsimi V' s'h) = (11)
1/n ~
(HW/, t. QI/V, tl} — [(QW,tD,l,O),(QW’,t’D,l/n,i)]QW/J t/|> A s =L AV ~J, W/))

By the deterministic operational semantics there is only one choice for W/, and
hence the constructed path is unique with the desired property. Since paths of
length 2 can only be produced by a combination of the first and the third rule
of Figure [l or by a combination of the second and the third rule of Figure [l we
have shown that

Vs, t, ly. (S =L tAly = [(QV, SI}, 1,0), (QV1,81|>, 1/n,i1)]) -
(EUW ( lw = [(QVV,tD,1,0),(<|W1,t1|>,1/n,’i1)]/\V1 ~; Wi Asp =g tl)).

Assume that for all Iy, with length(lyy) = m and m > 2 we can find an appropriate
path Iy such that Lemma [7] holds (induction hypothesis). The only possibility
to generate paths l{, with length(l{;) = m + 1 is provided by the last rule of
Figure Bl From the condition we have that for each path [y, such that

(V. s) ﬂ»lqurmsmp
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there exists a path Iy of length m such that
<]VV,t[> E»lW(]‘/metml> A Vm =L Wm N Sm =L tm.

Moreover, we already have shown that from V,,, =; W,, and s,, =p, t,,, for each
path

v =Vl smb, 1,0), (V' 8'), 9", 4')]
exists a path

l{//V = [(<|Wm7 tmbv 17 0)7 (<|W/7 t/|>7p/7 Z/)]
such that V/ = W’ and s’ =, t'. Together this results in

Vs, t,ly. (s=ptA
v =[({V,s), 1,0),....({V}, 550,055 85), - - -,
(Vi smbs s i), (V' 8D, 0, 8)]) =
Fw. Clw = [((W 2], 1,0), ..., (W5, 85D, pj 45), - - -
(QWm,tmD,pm,im),(QW/,t/D,p/,i/)] A
Vie{l.m}. (V=L WiAs;=pt;) ANV = W AS =L t)).

Again, one has no choice while constructing Iy, and hence Iy is unique with the
desired property. Hence, Lemma [0 holds for all I{, with length(lj,) =m+1. O

Theorem 2. Let V be a strongly secure program that does not contain any sync-
statements. Then V is probBL secure.

Proof. We show V =1 W = V ~% W. From this Theorem [2 follows instantly
by Definition [[4 and Definition 20

Assume V = W. The only program without sync-statements that is strongly
low-bisimilar to the empty program is the empty program itself. Hence, we have
by Lemma [7] that the following holds:

Vs, t,ly. (s=ptA
b = [V 50,1,0), o, (40 50D i)]) =
Bl (b = (W, 20, 1,0), -, (40, b, Psin)] A
Vje{l.n}. (V; =L Wj Asj =L tj)))

Moreover, we know that all paths to the empty program are minimal paths to
the empty program and from the semantics of our language we know that for a
path [ to the empty program the following holds:

-Nacl.

Hence, we know from the equation above and Definition [ that the following
holds:

Vs, t, s’ ly. ly € mingg’z,b Ns=[t =

Wit)

(3w lw € mingo’t,D As' =g t' A proby, = proby,,)
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Moreover, from the symmetry of VR W we also have:

Vs, t,t  lw. lw € mingg/’f,bb ANt =1 § =

(3, ly. 1y € mm%‘?,b AN =p s A proby,, = prob,)

From the uniqueness property of Lemma [l we know that there is only one
path Iy matching a path Iy (and vice versa). Hence there is a bijection between
the paths from (V,s) to the empty program and the paths from (W,t) to the
empty program.

Hence, if we sum up over all probabilities prob;, and prob, such that ly €

mmggssb,b and ly € minggy’f,bb and over the same set [r']—, of low-equal final

states we have:

Vs, t,r's =1t = Z Z proby, = Z Z proby,,

s'elr’]= i (Vish ter]= o (Wit)
L lvemmqo’s,D L lwemln{(),t’b

Due to Definition @ and Definition [I3] this is equal to
)
VB
O

That strongly secure programs form a proper subset of probBL secure pro-
grams even in the case of sync-free programs can be seen by the following example:

Example 5. A program violates strong security if it contains a loop that is reach-
able and whose guard depends on the values of high variables. Nevertheless, such
programs may be probBL secure. Consider the following two programs:

P = whileh>0doh:=h—1od; [:=1

Py, = h:=1; while h =1 do skip od;l :=1
For all starting states we have the probability 1 respectively 0 to terminate the
computation in ((), s[l = 1]). Hence, P; and P, are probBL secure.

O

Theorem [2] provides a justification for the plugin rule from [MSKO07] that
allows one to use analysis techniques for strong security as a plugin for the
combining calculus:

V =5, V Vis sync-free
V F probBL

[PsLs]

The integration of strong security provides the possibility to allow races be-
tween threads without loosing compositionality in general.

Ezample 6. Let C; = (I :== 0) and Cy = (I := 1). Since both Cy as well as
C use the variable | we cannot use the rule [PAR] to deduce probBL security
of the composition of the two probBL secure programs. Nevertheless, using the
compositionality result from [SS00] we can show that (C4|Cs) is strongly secure.
With the help of the plugin rule we can derive that the parallel composition of
C4 and () is also probBL secure.

O
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5.2 Low-Deterministic Security Plugin

We use the notion of low-deterministic security formulated in [MSKO7]:
Definition 21. A program V is low-deterministic secure iff
Vs, t, 8"t (s =p t A Vis) =" (0, ') A Vit) =" (), 1) = &' = t).
We cannot show the general case
YV. (V low deterministic secure —> V probBL secure),

as for some possibly non-terminating programs this implication does not hold.

Ezample 7. The program
while h do skip od;l := 0

is intuitively insecure: if it terminates the observer can be sure that the initial
value of h was False. It is also rejected by Definition [[4t Two low-equal starting
states s = [l = 1,h = True] and t = [ = 1,h = False] would result in the
probability 0 and the probability 1 respectively for a final state in the low-
equivalence class where [ = 0. Nevertheless, it is low-deterministic secure.

O

For deterministic terminating and deterministic non-terminating programs
the implication of probBL security for low-deterministic secure programs holds.
Before we can give a formal proof of this proposition we show the following
lemma:

Lemma 8. If a deterministic-terminating program V is low-deterministic secure
then the following holds:

\V/S.H’r'/. Z p?"Oqu7Sb74<>78/b =1A

s'efr]=,
> probys ) =0
v,

Proof. From Lemma [3] we have

VS. Z pTObQV,s[),d(),s’b =1.

s'esS

Hence,

VS, r. Z pTObQV,S[),d(),s’D + Z pTOb4V78D,4<>,t/D =1 (12)

S,G[T/}:L t’&[?"]:L

and
\V/S'Elrl'pTOb4V,sb,4<>,r’b > 0.

Because V is low-deterministic secure we have:

Vs.3r' Vs (V,s) =" ((),s') = s €[],
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which implies
Vs.3r' Vs . probyy.g .y > 0= 5" € [r']=,

and, hence,
Vs.3r' V' ¢ [r']=, . probyy.g. o) = 0.

This results in
Vs.3r'. > probug. o) = 0-
t'¢[r']=,,

From this we get by (I2):

D probyg e =1

s'e[r]=,
g
Theorem 3. For all deterministic terminating programs V' the following holds:
V is low deterministic secure = V is probBL secure.

Proof. Let s and t be low-equal states. Assume s’ and ¢’ such that (V, s) —* (), s')
and (V,t) —* {{),t'). This implies

probyv.s),((,s) > 0 A probyvgy o) > 0

and by Definition 2I] s’ =, #. From this we know for a low-equivalence class
[r']=, with s’ €[r']=, that ¢’ €[r']=, holds. Moreover, since Lemma [8 reasons
about all states we have the following:

> probs) (0,s) =

s'elr’]=,

> probvy oy =1

telr=,

V=, #=, - X probu.s . =

s"€lq'l=p,

Z pr0b4V,tD74(>7t”b =0.

t”E[q/]:L
By Definition [T4] this leads to the probBL security of V. O

The following example shows that for deterministic terminating programs the
set of low-deterministic secure programs is a proper subset of the probBL secure
programs.

Ezample 8. The program C' = fork(l := 1, (fork(l := 2, (I := 1)))) from Example [I]
has two possible final low-equivalence classes [s[l = 1]]=, and [s[l = 2]]=, (here,
s[l = x] denotes the state which is equal to s, but for the value of I, which equals
x). Since there is no branching or looping in C' the probabilities to reach these
final low-equivalence classes are equal for all starting states. Hence, C is probBL
secure. Nevertheless, since we have two possible final low-equivalence classes C
is not low-deterministic secure.
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O

Theorem [ provides a justification for the plugin rule from [MSKO07|] that
allows one to use low-deterministic security. A low-deterministic secure program
is probBL secure if it is either deterministic terminating or deterministic non-
terminating.

The judgment V' |= lds means that V is low-deterministic secure.

V E=lds, —(Vposs.term.)

P
[Pros] V F probBL

5.3 Soundness
The combining calculus is sound with respect to the following proposition:

Theorem 4. Let V be a program. If V F probBL is derivable in the combining
calculus then V is probBL secure.

Proof. Except for [SNC] the soundness of the basic calculus follows instantly from
Theorem [Il The rule [SNC] is sound due to the fact that sync neither changes the
memory state nor the termination probability of the program C.

The plugin rules are sound due to Theorems 2] and Bl O

6 Plugins for Type-based Analysis techniques

Plugin-rules for semantic characterizations of security offer the possibility to re-
use analysis techniques that guarantee the security of a given program according
to the given security definition. The combining calculus also provides plugin rules
for integrating syntactic analysis techniques correctly. In order to be integrated,
a plugin type system must fulfill the following condition:

— The set of typable programs is a subset of probBL secure programs.

For such type systems we can formulate plugin rules to integrate them into the
basic calculus.

Section illustrates the use of the plugin approach based on the integration
of the transforming type system of [SS00]. Section provides an integration of
the type system of [BCOI].

6.1 Sabelfeld and Sand’s Security Type System

This subsection introduces a plugin for the type system introduced in [SS00] in
the same way as it was done in [MSKOT].

The strong security condition introduced by Sabelfeld and Sands [SS00] is
a very restrictive security condition but it has the advantage that it is the
”largest compositional indistinguishability-based security property that implies
scheduler-independent security” [Sab03|. The type system of [SS00] provides a
possibility to make the restrictive security definition easier to fulfill. Instead of
just checking programs against strong security the judgments of the transforming
type system transform the original program V into a strongly secure program
V’ that has type Sl (denoted by V < V' : Sl). The type Sl contains information
that is needed for the transformation process. Sabelfeld and Sands [SS00] provide
the following theorem:
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Theorem 5. [SS00]
VeV :8l=V =V

Since we have already shown that strongly secure programs that do not contain
sync-statements are probBL secure we have by this theorem and Definition 20]
that the transformed program is probBL secure. Let V < V'  probBL denote
that V can be transformed into a probBL secure program V’. We can justify the
following plugin rule of our calculus:

V—V':80 Vis sync—free

T
Tssl == probBL

Due to the non-transforming nature of the basic calculus it does not support
the possibility to integrate a security property of a program different from the
program that should be checked. Hence, the integration of the transforming type
system into the combining calculus needs the introduction of further rules:

C F probBL C — C"+ probBL

[MIX;] [SNC]
C—CHk pTObBL C;sync — C/;sync F pT‘ObBL

C — C'FprobBL D — D't probBL Vs e S(C’,s)>

SEQ] C;D — C"; D'+ probBL
’ C — C'+probBL D — D'+ probBL ifg'NQD'
1] if B then C else D fi < if B then C’ else D' fi - probBL
WEL C — C'FprobBL Vse S. (C',s)» B=p B
while B do C' od < while B do C’ od - probBL
PAR V—V'tprobBL W — W't probBL V' =2 W’

VW — VW' probBL
(CYW — (C"YW' I probBL
fork(C, W) < fork(C', W') - probBL

[FRK’]

Based on Theorem @ we can show the following theorem:

Theorem 6.
V V' F probBL = V' is probBL secure

Proof. For rule [MIX;]| we know from the condition that C' is probBL secure.
Hence, each transformation to C leads to a probBL secure program. From [SNC]
we know that for a probBL secure program C’ the sequential execution of C;sync
is also probBL secure. Hence, if a transformation to C’ leads to a probBL secure
program then a transformation to C’; sync leads to a probBL secure program, too.
With the same argumentation we can show that Theorem [6] also holds for the
rest of the rules. O

Hence, we can add the following rule to the calculus without loosing soundness:

V — V'F probBL

[MIX.]
V' probBL
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This allows us to support the programmer during the programming process by
transforming some probBL insecure programs to probBL secure programs. More-
over, if a transformation of a program leads to the same program then the integra-
tion of the transforming type system provides a first possibility for an automated
security check.

Ezample 9. For a program like fork(l::=1 (l1:=l»)) we can now show probBL secu-
rity due to the typability according to the type system of Sabelfeld and Sands
[SS00]. More precisely we show that fork(l1:=1 (l;:=l)) can be transformed into a
probBL secure program that is the same as the original program:

[SS00]
fOI’k(|1Z:1 <|1:=|2>) — fOI’k(|1:=1 <|1:=|2>) : fork(|1:=1 <|1Z:|2>)

fOI’k(|1:=1 <|1:=|2>) — fork(|1:=1 <|1:=|2>) - pTObBL
fOI’k(|1:=1 <|1:=|2>) - pTObBL

SS

2

6.2 Boudol and Castellani’s Security Type System

The type system of [SS00] restricts guards of while loops to be of type low. Since
probBL security does not prohibit high guarded loops in general we want to inte-
grate a type system that allows us to be more precise at the formal check of high
guarded loops. Boudol and Castellani [BCO1] provide such a type system. Their
approach bases on the concept that low assignments must not follow sequentially
after a high-guarded loop or a high conditional. Formally this is achieved by a
security typing I' F C : (1,0) emd, where I’ is a context given by an assignment
of variables to security levels in a security lattice. Here we consider only the
two element security lattice consisting of high and low, but we will stick to I’
to preserve the notation used by Boudol and Castellani. Intuitively, a program
C can be typed with (7,0) ¢md in the context I', if 7 is a lower bound of the
security levels of variables occurring on the left hand side of an assignment in C
and o is an upper bound of the security levels of guards and conditionals in C'.
Figure [ recalls the type system of [BCOI] adapted to our language. The typing
rules WHLpo and IF e increase o if the security label of the guard is higher
than o was before. The rule SEQpc allows the sequential composition C7;Co
only if assignments in Cy change only variables with a higher security level than
the highest guard in C. Hence no high loops or conditionals can influence a low
assignment.

As for the low-deterministic security in Section[5.2lwe cannot show the general
case:

VW'V :(r,0)emd =V is probBL secure)

Again, possibly terminating programs as P = while h do skip od are the reason.
Nevertheless, for deterministic terminating programs the implication holds.

Lemma 9. Let V and V’ be probBL secure programs such that

V = (C1].|Cir|Ci|Crin ]| C)
V' = (C1]..|Ci-1]Ci|Cival..|Cr)
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SKIP ASSIGNpe 7 T =7
PCTE skip : (1,0)cmd P Thzi=e: (r,0)emd

'tC:(r,o)emd TI'+D:(t';0"Yemd o <7’
'cC;D:(rnt',oUoc")emd

SEQBc

I'te:0 I'Ci:(r,o)emd 60<r7
I' - if e then C; else Cs fi: (1,0 U 6)emd

IFsc

I'te:0 I'C:(r,0)emd 0Uo <t

WHL
B¢ T while e do C od : (7,0 U 0)emd

Vi:1l.k:I'FC;:(r,0)cmd I'={(CV):(r,0)cemd
PARABC FRKBC
't {C4]..|Ck) : (1,0)emd I'+fork(C,V) : (1,0)emd

r=C:(ryo)emd <1 o0<od

SUB
e I'=C:(r',0')emd

Fig. 5. Adapted Typing Rules [BCO1]

with
C; :CZ(;D/\H(D)

and D deterministic terminating. Then we have

Vs,trs =L t=> > prob.((.)

s'elrl=p

= > probyrg o)

velr]=,

Hence, a high program that is deterministic terminating can be attached sequen-
tially to each thread without changing the probabilities for low-equal final states
for the evaluation of the thread pool.

Proof. Assume Lemma [9 does not hold. Then the execution of D influences
the probabilities for the final low-equivalence classes. This implies that D either
changes the low part of the states directly or D influences the probabilities for
the execution sequence of other threads that change the low part of the state. By
Definition [I7] D does not change the low part of the memory directly. Moreover,
since we assume the uniform scheduler the probability for each pair of threads
C; and Cj (i # j) is 1/2 that C; is executed before C; and 1/2 for the other
way round. This is independent of the number of threads and the nature of the
threads. Moreover, since D is free of low affectings and V as well as V' are
probBL secure, assignments in D have no influence on the probabilities for the
final low-equivalence classes. Hence, D introduces just stuttering steps but has
no influence on the probabilities of the execution sequences of the other threads.

(|

Definition 22. A program V is a simple program (denoted by simp(V)) iff V
fulfils one of the following conditions:

— V=(skip)
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- V=(x:=eyAT'te:7AN[(x)>T

— V=(C1; C2) A simp(Ch) A simp(C2)

— V=(if B then C else Co fi) A\ simp(C1) A simp(Co) A"+ B : low
— V=(while B do C od) A\ simp(C)ANI'+ B :low

— V=fork(C, V') A simp(C) A simp(V)

= V=(ViV2) A simp(Vi) A simp(V2)

Hence, a simple program is a program without high conditionals, high guarded
loops, or assignments from high to low.

Lemma 10. Let V be a program vector then the following holds:
simp(V) = V + probBLsecure

Proof. The only possibility where high variables might have an influence are
assignments to high variables. Hence, two low equal starting states will produce
decision trees that differ at most on their high parts of the states. This implies
that the sum over all probabilities for each equivalence class is the same for both
starting states. Hence, simple programs are probBL secure. O

Theorem 7. For all deterministic terminating and all deterministic non-termi-
nating programs V the following holds:

VYW(I'EV:(r,0)emd =V is probBL secure)

Proof. All deterministic non-terminating programs are probBL secure due to
Lemma [l Hence, we have only to show that the theorem also holds for deter-
ministic terminating programs: After a high conditional or a high-guarded loop
no low assignment is allowed by the typing rules. Hence, as soon as a high con-
ditional or a high-guarded loop occurs syntactically in a thread we can be sure
that the rest of the thread is free of low assignments. Since we know that V is
deterministic terminating we have that all threads are deterministic terminating.
Hence, by Lemma [ we can remove those high programs without changing the
results for the sums over the probabilities for low-equivalence classes. Moreover,
removing all such high programs will result in a simple program. By Lemma [I0
simple programs are probBL secure. Hence, the probabilities for the final equiv-
alence classes sum up in the right way. O

Since Boudol and Castellani assume an attacker who can observe the low
part of the memory at any time some probBL secure programs are not typable
in [BCO1] as the following example shows:

Ezample 10. Let

Py =ifhthenl:=1lelsel:=1f fi and
Py =while h >0doh:=h—10od; [ :=1.

Both programs are probBL secure. Nevertheless, the high conditions lift the rest
of the program into a high context where no low assignment is allowed by the
typing rules.

O
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The integration of the type system of [BCO1] allows us the check of programs
containing loops with high guards:

Ezample 11. Let
P = h :=10;while h > 0do h:=h — 1 od.

Due to the high guard of the loop we cannot check the program with the type
system by Sabelfeld and Sands, but we can check it with the type system by
Boudol and Castellani.

7 Integration to Possibilistic Low Security [MSKO07]

In [MSKO07] we have introduced a plugin calculus that supports a possibilistic
based security definition. We will now show, that we can use probBL security as
a plugin for this calculus.

Definition 23. [MSK07] A symmetric relation R on command vectors is a
possibilistic low indistinguishability iff for all programs V, W with V R W holds:

Vs, s t.((s =L t A (Vish =7 (), s')) = FH.((Wot) =" ((),H'D A s" = 1))
The union of all such relations R is denoted by ~,.
Definition 24. A program V is possibilistic low secure iff V~p V.
Theorem 8. VV. (V is probBL secure = V is possibilistic low secure)

Proof. We show YV.(V ~! V =V ~p V). By Definition [4] and Definition 23]
Theorem [§] follows instantly.
Assume states s, s’,t such that

s=rt /\pTOb4V75D74<>75'[) > 0.

From this we have that the following holds:

> probyvg, (g >0

s"els]=,

From this, the low-equality of s and ¢ and Definitions [[3] and [I4] we have

Z pTObQV,tb,M),t’b > 0.

t'elsl=p
Hence, there exists a state t’ such that the following holds:
probyvy,qo.e) > 0 A s =t
Finally, we have

Vs,s', t.((s =5t A (Vish == 40.5') =
@AV s) = (O, ) A s = 1)

On the other hand, if we assume a combination of states s,t, s’ such that

s#pt \/p’r'Ob“/#D’qo’S/[) <0

then we have V ~ V independently of the probBL security of V. O
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Again we use an example to show that the set of probBL secure programs is
a proper subset of possibilistic low-secure programs.

Example 12. Let C be the following program:

if i then fork(l := 1, (I := 0|l := 1)) else fork(l := 0, (I := 0)) fi
We have two possible final low-equivalence classes [s[l = 0]]=, and [s[l = 1]]=, .
Both can be reached independently of the initial value of h. Hence, C' is pos-

sibilistic low secure. Nevertheless, the probabilities to reach them differ for the
low-equal starting states s; = [h = True] and s; = [h = False]:

. probos o) = 3
s'els[l=1]]=,

> probc)ios) = 3
s'els[l=1]]=,

O

We can now add the following novel plugin rule to the combining calculus
of [MSKO07] where V' I- bls means that V' is possibilistic low secure:

V F probBL

P T 0
et S
In summary, we have given a probabilistic justification for the framework
from [MSKQT7] where one can flexibly chose the security definition under which
a program should be checked. The security under a less restrictive security defi-
nition can then be derived instantly.

Possibilistic Low-Security [MSK0T7]

probBL Security

Low-Deterministic Security?
— _ IMSKo7]

Strong Security!
iSso0r

14

 Typable under [SS00]" \

Typable under [BCO1]®>

1

constrained to sync-free programs

2 constrained to deterministic terminating and deterministic non-terminating programs

Fig. 6. Hierarchy of Security Definitions
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8 Conclusion and Future Work

We have presented a probabilistic justification of the plugin approach of [MSKOT].

With this work the basis is given for research in several directions. The de-
velopment of a scheduler-independent justification of the baseline policy and
an appropriate integration would lead to more flexibility in choosing a runtime
environment, where one is currently limited to two schedulers: the possibilistic
scheduler and the uniform scheduler. On the other hand the integration of further
plugin rules might lead to an even higher precision of the analysis.

The setting assumed by such a characterization is appropriate for programs
running internally on devices and that have no intermediate output on observable
channels. Programs that produce intermediate output such as messages on the
screen or network communication would need a slightly different characterization
of security.

Another interesting research topic might be the integration of probabilistic
non-interference [Smi03| into our framework. Like the type system of [BCO1], the
approach of [Smi03] allows us to use high-guarded loops as well as flexible high
conditionals. This can be done due to the following restriction:

— it is not allowed to use assignments to low variables in or sequentially after a
high-guarded loop or a high condition that has different timing-behavior for
both branches

Smith uses the protect statement that allows him to treat program blocks as
atomic computations. The use of protect relaxes the restrictions for high-conditio-
nals, but also reduces concurrency. Another difference between [Smi03] and our
approach is that he uses a termination-insensitive security characterization. Due
to this the following program can be typed as secure under [Smi03]:

P = fork(l := 0, (while h do skip od , [ :=1)))

A uniform scheduler has the probability % to set :=0 and then 1:=1 as well as
for the other way round. This probability is independent of the initial value of h.
Nevertheless, the termination probability depends on the initial value of h. The
termination of P implies that h was False. Hence, the integration of [Smi03] ap-
pears straightforward only for deterministic terminating and deterministic non-
terminating programs. An extension for the analysis of possibly terminating pro-
grams would be a more interesting topic for the future.

Finally the use of Markov-Chains instead of probability trees would integrate
a well studied mathematical background into the theory. However, we cannot
directly use the approach of [Smi03] that bases on the idea to take configurations
as states. The proof of the compositionality result is one example where this
approach would fail.
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